
© 2017 by Pulse Secure, LLC. All rights reserved 9 

 
 

 
 

CHAPTER 1 

License Management Overview 

 License Management 

 License Servers 

 License Clients 

 Auto-Leasing 

 Updating Client Configuration 

 Importing and Exporting Configuration Files 

 Licensing Virtual Appliances 

License Management 

Pulse Connect Secure software and Pulse Policy Secure software include a Pulse Secure Licensing and 

Software Download Center @ https://my.pulsesecure.net, that lets you configure the Connect Secure 

device (including services modules on a MAG Series Pulse Gateway configured as Connect Secure) as a 

license server to allow administrators to view all configured systems and move those licenses as needed. 

Other devices on the network lease licenses from the central license server.  

Alternatively, you can install and manage licenses directly on each device and eliminate the license 

server entirely. Your company’s needs and requirements dictate which configuration is best for you. 

The following are the various types of licenses: 

 ACCESS Subscription license  ACCESS-X600 Permanent license 

 CONSEC Subscription license  CONSEC Permanent license 

 POLSEC Subscription license  POLSEC Permanent license  

 Feature licenses  

 

End User License Agreement (EULA) acceptance is mandatory and you are entitled to use the features of 

the software that you have licensed within the limits of your Proof of Entitlement. Contact your sales 

representative for more information. 

 

Related Documentation  

 License Servers 

 License Clients 

  

https://www.pulsesecure.net/support
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License Clients 

License clients (PCS or PPS) are configured to communicate with a particular license server. The client 

then requests the licenses (over HTTPS) that are allocated to it. 

A LICENSE-MBR license (for example, MAG2600-LICENSE-MBR, SM360-LICENSE-MBR, PSA-LICENSE-MBR) 

must be installed when clients need to access capacity from non-subscription licenses or if an 

administrator wants to surrender a client's licenses to the license server. The client will be considered 

out of compliance without an MBR license. 

If you are not using a license server, all your devices are still configured as license clients. However, the 

steps to set up communication with the license server are not needed. 

 NOTE: The license you are using is out of compliance as there is no MBR license installed on this 

device. Please ignore this message if you are using subscription license or reach out to your account 

manager for corrective steps. 

 

Leasing Licenses from a License Server 

If the concurrent user count is greater than its leased license limit, a license client requests the license 

server to increase its capacity, in quanta of incremental count, until the maximum user count (MUC) is 

met. 

When the number of concurrent users drops, the client relinquishes the leases it no longer needs. 

When the license server receives license lease requests, it first verifies that the client has been allocated 

the licenses it is requesting. The license server then checks that it has sufficient licenses before granting 

the request. 

Reserved licenses are leased for 10 days at a time. Incremental leases are leased from a configurable 

time of 24 hours to a maximum of 10 days. Clients will renew their licenses based on lease renewal 

interval as configured in the license server. The reply sent by the license server includes a new lease 

expiration date, which is the minimum of the current time plus the incremental lease time and the 

license allocation expiration date. If a client does not renew a license before the lease expires, the 

license server reclaims the license. The renewal interval can be one hour to a maximum of 

IncrementalLeaseDuration/2 

A minimum lease interval of 24 hours is built-in. Once a client acquires an incremental license lease, it is 

kept for at least 24 hours even if the load diminishes on the client. 
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Figure 2: Flow Diagram for Leasing Licenses from a License Server 
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Related Documentation  

 License Management 

 

Auto-Leasing 

If a license client is unable to contact the license server because of network interruptions or license 

server maintenance, the license client can still increase its user count lease with the auto-leasing feature. 

Auto-leasing activates automatically on a license server based on the number of extra licenses available 

and the current allocation of those licenses amongst the license server’s clients. 

Auto-leasing applies only to subscription or user capacity licenses, not licenses tied to a specific platform 

or platform family. For example, there is no auto-leasing for the ACCESSX600-ADD-1000U license 

because that license is tied to the MAG platform. Auto-leasing can be enabled for the CONSEC-1000U-

1YR license because the CONSEC-1000U-1YR license is not platform or platform family specific. 

 NOTE: Even though the ACCESS-RDP licenses are applicable only to the Connect Secure, auto-

leasing is enabled for RDP users because this license is applicable to all platforms within the Connect 

Secure system. 

Li
ce

n
se

 S
er

ve
r

ACCESS Subscription License

Example: ACCESS-1000U-IYR

CONSEC Subscription License

Example: CONSEC-5000U-1YR

POLSEC Subscription License

Example: POLSEC-500U-1YR

CONSEC Permanent License

Example: CONSEC-ADD-2000U

POLSEC Permanent License

Example: POLSEC-ADD-100U

ACCESS-X600 Permanent License

Example: ACCESSX600-ADD-
1000U
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Auto-leasing is automatically enabled for a user capacity feature when the average available count over 

24 hours for that feature is greater than 30% of the unallocated maximum capacity.  

For example, assume the following scenario: 

 A license server has a CONSEC-1000U-1YR concurrent user license installed. 

 The server has 10 clients each configured with a reserved count of 50, an incremental count 

of 10 and a maximum count of 100. 

 Each client has currently leased 60 user counts. 

 The average available count over the past 24 hours is 400. 

The unallocated maximum capacity is 10 clients * (100 maximum count - 60 leased) or 400. 30% of 400 

is 120. Since the average available count over the past 24 hours is 400 and is greater than 30% of the 

unallocated maximum capacity (120), auto-leasing is enabled. 

If, however, the maximum count on each client is 200, then the unallocated maximum capacity changes 

to 10 clients * (200 maximum count - 60 leased) or 1400. 30% of 1400 is 420. Since the average 

available count over the past 24 hours is 400 and is now less than 30% of the unallocated maximum 

count (420), auto-leasing is now disabled. 

For clusters, the cluster lease leader performs the auto-increments for all connected cluster nodes. 

During any one continuous disconnected state, auto-leasing can be used till the reserved leases expire 

or for 10 days. 

The auto leasing feature automatically disables if the client is unable to communicate with the license 

server for more than 10 days. 

When a disconnected client re-establishes connection to the license server, information is passed to the 

license server to reconcile capacity allocations for the duration of the automated lease increments and 

“normal” leasing rules are in effect. If the license server is unable to reconcile the client’s auto-lease 

usage, the license server turns off auto-leasing for all features for the next 5 days. All clients that connect 

to that license server during these 5 days cannot auto-lease until the 5-day penalty period expires. If 

new user count subscription license (such as RDP or concurrent users) are added to the license server, 

the penalty period expires immediately. 

 

Related Documentation  

 License Management 

 

Updating Client Configuration 

Administrators can change a client configuration (at the license server) at any time. This change is 

communicated to the client the next time it contacts the license server for the next renewal. You can 

also click the Pull State from Server button in the client’s admin console to register any changes 

immediately. 
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Importing and Exporting Configuration Files 

License information is not imported when importing a configuration file containing the new license 

scheme on a device running software prior to Pulse Connect Secure 8.0 or Pulse Policy Secure 5.0. 

Devices will continue to run with their current license scheme. 

Existing permanent licenses are overwritten for devices running Connect Secure 7.0 (and later) and 

Policy Secure 4.0 (and later) and importing configuration files containing the new license scheme. Time-

based licenses are merged with the licenses in the imported configuration file. 

 

Related Documentation  

 License Management 

 

Licensing Virtual Appliances 

PCS 8.3R1 has added VMWare-based Virtual Licensing Server (VLS) capability. 

Related Documentation  

 License Management 
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Configuring a Device as a License Server 

The following outlines the steps to configuring a device as a license server. These steps assume that you 

have already performed the license key generation and activation steps. 

 NOTE: For MAG Series Pulse Secure gateways, you must use the Connect Secure personality as the 

license server. 

Virtual appliances cannot be configured as a license server. 

After you download or receive your license keys by using email: 

1. In the admin console of the license server, choose System > Configuration > Licensing > 

Licensing Summary. 

2. Click on the license agreement link. Read the license agreement and, if you agree to the 

terms, continue to the next step. 

3. Enter your license key(s) and click Add. 

4. Click the Configure Clients tab. 

5. Select the Enable Licensing server check box. 

6. (optional) Click Advanced Settings and enter the following values: 

 Incremental Lease Duration 

 Lease Renewal Interval 

7. Click Save Changes. 

An example of the summary section after you configure your clients is shown in Figure 6. 
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Figure 6: Configured License Server With No Clients 

 
Then: 

1. In the admin console of the license server, choose System > Configuration > Licensing > 

Configure Clients. 

2. Click New Client. 

3. Enter the Client ID. The ID is defined on the client device under System > Configuration > 

Licensing > Configure Server. 

4. Enter the client password and confirm it. The password is defined on the client device under 

System > Configuration > Licensing > Configure Server. 

5. (optional) Enter the client configuration expiration date. 

6. Select the client’s platform from the list. The list includes the latest PCS hardware devices 

like PSA 7000. 

7. Select the product type to be configured to (PCS or PPS). 

8. For each feature you want to lease to this client, enter: 

 Reserved Count— the number of licenses to reserve for this client. The reserve count 

must be less than the available amount displayed. 

 Incremental Count— the incremental number of licenses to grant when the client 

requests more licenses. If the number of licenses on the client plus this incremental 

value is greater than the maximum count, no additional licenses are granted. 

 Maximum Count— the maximum number of licenses a client can receive for this 

feature. This value must be equal to or greater than the reserved count. 

Available counts are updated as you configure the client. For example, see Figure 7. 
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9. Click Save Changes. 

The License clients table displays the client information you entered. If the client is a member of a 

cluster, the cluster name is also displayed after the client contacts the server. 

Figure 7: Available Counts are Updated as Clients are Configured 

 
Related Documentation  

 Configuring a Device as a License Client 

 Configuring the Automated Downloading of License Keys 

 Disabled Features on a License Server 
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Configuring a Device as a License Client 

The following procedure assumes that you have already performed the license key generation and 

activation steps. 

After you download or receive your license keys by using email: 

1. In the admin console, choose System > Configuration > Licensing > Licensing Summary. 

2. Click on the license agreement link. Under Installed License Details, read the license 

agreement and, if you agree to the terms, continue to the next step. 

3. Enter your license key(s) and click Add. 

4. Click Save Changes. 

An example of the client’s License Summary tab is shown in Figure 8. 
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Figure 8: Client Window after Installing Member License 

 
 

To configure this device as a license server client: 

1. In the admin console, choose System > Configuration > Licensing > Configure Server. 

2. Enter the name of the license server. You can specify the IP address or hostname. 

3. Enter a unique ID for this client. This ID is used to communicate and verify this client with 

the license server. 

IDs can contain alphanumeric characters. There is no restriction on the number of 

characters. 

You will need to enter this ID on the license server when adding clients. 

4. Enter and confirm a password for this client. You will need to enter this password on the 

license server when adding clients. 

5. Select the network to communicate with the license server from the Preferred Network 

menu. 

6. If the preferred network is configured correctly and enabled, it is used. Otherwise, the 

internal network is used. 

7. Select the Verify SSL Certificate check box if you want the client to verify the server’s SSL 

certificate when establishing communication with it. 
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Configuring the Automated Downloading of License Keys 

Administrators are given the option to automatically download license keys from the Pulse Secure 

Licensing and Software Download Center at https://my.pulsesecure.net. This feature is applicable for all 

license keys (subscription-based, capacity-based, and so forth.) Communication is done via https. 

The automated download process uses the following schedule for contacting the Pulse Secure Licensing 

and Software Download Center: 

 Once every 3 months if there are no expiring licenses. 

 Once a month if a license is expiring within the next 3 months 

 Once a week if a license is expiring within the next 2 weeks 

 Once a day if a license grace period is expiring within the next week 

To configure the device for automated query and downloading of license keys from the Pulse Secure 

Licensing and Software Download Center at https://my.pulsesecure.net: 

1. In the admin console, choose System > Configuration > Licensing > Download Licenses. 

2. Select the preferred network to communicate with the Pulse Secure Licensing and Software 

Download Center at https://my.pulsesecure.net. 

3. Select Enabled if you want to automate the downloading of license keys. 

4. Under On Demand License Downloads, enter the authentication code in the text box to 

contact Pulse Secure to download and install licenses on the machine. 

5. Click Save Changes. 

You can, at any time, click Download and Install to immediately query the Pulse Secure Licensing and 

Software Download Center at https://my.pulsesecure.net and download the updated license keys. 

 

Related Documentation  

 Configuring a Device as a License Server 

 Configuring a Device as a License Client 

https://my.pulsesecure.net/
https://my.pulsesecure.net/
https://my.pulsesecure.net/
https://my.pulsesecure.net/
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Surrendering and Recalling Licenses 

Surrendering and recalling licenses can be done only at the license client. You can surrender only 

permanent licenses. 

To surrender user count licenses: 

1. In the admin console, choose System > Configuration > Licensing > License Summary. 

2. Under Installed License Details, select the check box next to the license you want to 

surrender and click Surrender. 

The Installed License Details table displays the license as being surrendered along with the 

date it was surrendered. When the client has successfully communicated the surrender 

status to the server, the License Summary page on the license server displays the 

surrendered license and the client that surrendered the license. Figure 10 and Figure 11 

show the license details page on a license client and license server. 

Figure 10: Surrendered Licenses on a Client 
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Figure 11: Surrendered Licenses on a License Server 

 
 

To recall user count licenses: 

1. In the admin console, choose System > Configuration > Licensing > License Summary. 

2. Under Installed License Details, select the check box next to the license you want to recall 

and click Recall. 

 

Related Documentation  

 Configuring a Device as a License Client 
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Prerequisites and Limitations 

 PCS needs to be able to connect to Pulse Cloud Licensing Service (pcls.pulseone.net) through 

port 443. 

Configuring a Virtual Appliance as a Virtual License Server 

 Booting a PCS Virtual Machine Into Virtual License Server Mode 

 Obtaining License Keys 

 Viewing the License Summary 

 Supported Platforms 

Booting a PCS Virtual Machine Into Virtual License Server Mode 

To boot a virtual machine in the Virtual License Server mode: 

1. Select the Boot option. 

2. During boot of a virtual machine, the following new console query is added to boot machine as a 

license server (See figure below): 

Do you agree to the terms of the license agreement (y/n/r)?. Entering y indicates that 

you have read and agreed to the terms described in the license agreement. 

a. Do you want to enable Virtual License Server (y/n)? 

b. Enter 'y' to boot as License Server. 

3. Upon entering y, the virtual machine boots as a license server. 

4. The virtual machine boots in Virtual License Server mode. After virtual machine comes up, only 

License Server related UI items are exposed. 

 

Obtaining License Keys 

A Virtual License Server admin obtains an authentication code for his entitlement externally via e-mail. 

The admin must enter the authentication code in the License Server download page to validate and 

fetch license keys. If validation is successful, the admin receives the license keys in return.  

To obtain license keys: 

1. Go to System > Configuration > Download Licenses. See Figure below. 

2. Under On demand license downloads, enter the authentication code in the text box. 

3. Click on Download and Install. 
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4. Now, go to the License Summary tab to view a list of the licenses installed. 

Viewing the License Summary 

By enabling the Virtual Licensing Server through an authentication code, the Virtual Licensing Server just 

functions as a normal hardware-based license server. However, the Virtual License Server supports only 

PSA hardware licenses and VM subscription license. In addition, the Virtual License Server periodically 

sends heart beat messages to the Pulse Cloud Licensing Service. This should help Pulse Cloud Licensing 

Service to identify any duplicate Virtual License Server instances. If the Virtual License Server is not able 

to send heart beat messages to the Pulse Cloud Licensing Service for a prolonged period then, Virtual 

License Server enters into grace period and ultimately stops its functionality as a licensing server. 

1. Under Summary, click the drop-down Licenses applicable for specific platform groups. 

2. A list of VA-SPE devices and PSA devices gets displayed. See figure below 



© 2017 by Pulse Secure, LLC. All rights reserved 47 

    CHAPTER 8: Configuring a PCS  Virtual Appliance as a Virtual License Server 

 
 

 

 NOTE: The Configure Clients page appears only after installing or downloading License Server 

license for Virtual License Server. 

Supported Platforms 

The following platforms are supported by a virtual licensing server: 

 VA-SPE 

 PSA-300 

 PSA-3000 

 PSA-5000 

 PSA-7000f 

 PSA-7000c 

 NOTE: A Virtual Licensing Server does not support leasing of license counts to any of the MAG 

appliances.
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Disabled Features 

 Disabled Features on a License Server 

Disabled Features on a License Server 

The following windows and features are disabled in the administrator console when a device is 

configured as a license server: 

 System > Status> Meeting Schedule 

 System > Status > Virtual Desktop Sessions 

 System > Configuration > Secure Meeting 

 System > Configuration > User Record Synchronization 

 System > Configuration > Sensors 

 System > Configuration > Virtual Desktops 

 System > Configuration > NCP 

 System > Network > Network Connect 

 System > Clustering 

 System > Virtual Systems 

 System > IF-MAP Federation 

 System > Log/Monitoring > Sensors 

 System > Log/Monitoring > User Access 

 System > Log/Monitoring > Client Logs 

 Maintenance > Push Config 

 Maintenance > Troubleshooting > Monitoring > Cluster 

 Maintenance > Troubleshooting > User Session 

 Maintenance > Archiving > Secure Meetings 

 Maintenance > Import/Export > IVS 

 In addition, the following services are halted on the license server: 

 Mail proxy services 

 Meeting processes 

 Agentman daemon 



© 2017 by Pulse Secure, LLC. All rights reserved 50 

    Appendix A: Disabled Features 

 
 

 Federation server 

 Federation client 
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FAQs 

Pulse Licensing Enforcement Update and FAQ 

Pulse Secure, LLC temporarily removed software-based license enforcement in its Pulse mobility 

products in Pulse Connect Secure 8.0 and Pulse Policy Secure 5.0 in December 2014 as part of 

evaluating a new licensing initiative. Pulse Secure, LLC reinstated software-based license enforcement in 

these products in Pulse Connect Secure 8.0R5 and Pulse Policy Secure 5.0R5. The software-based 

license enforcement in the R5 and later versions will be the same as in pre 8.0 releases. This topic is to 

make you aware of what to expect both in deployments with or without the License Server. 

When did Pulse Secure, LLC reverse its licensing enforcement in Pulse products? 

Reversal refers to the restoration of software-based license enforcement (reverting to the same 

licensing behavior as pre PCS/PPS version 8.0/5.0). This was implemented in PCS/PPS 8.0R5 /5.0R5, 

respectively. 

What is Pulse Secure’s guidance to customers regarding upgrading to PCS/PPS 

versions 8.0/5.0? 

Customers upgrading to any of the versions with licensing enforcement removed (versions 8.0/5.0 to 

8.0r4 /5.0r4) should see no disruption in operation of their deployment. Customers running the License 

Server may see specific messages related to the licensing enforcement removal; however, as long as 

customers have the correct entitlements, they are not in violation of their EULAs with Pulse Secure, LLC. 

Does this mean that my purchases for a specific quantity of licenses or a license server 

in v8.0 were unnecessary? 

No, any customer purchases of concurrent session quantities or a Pulse License Server are still valid for 

versions 8.0/5.0. The removal of software-based license enforcement did not change our licensing 

entitlement strategy, which still obligated quantity-based concurrent session purchases and the use of a 

License Server to share or lease licenses across Pulse gateways. 

What is the difference between enforcement and entitlement? 

Entitlement refers to the right to have service and use features. A license buys you entitlement to (use) a 

product. Enforcement is the action taken by the system based on the presence or absence of licenses. 

Pulse Connect Secure 8.0 and Pulse Policy Secure 5.0 code (r4 and earlier) do not enforce licenses but 

entitlement is still required. A user must purchase licenses to be compliant, even though the gateway 

might allow a non-restricted number of concurrent sessions (up to the maximum capacity) for some 

features. 
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What happens to customers who upgrade from Pulse CS/PS versions 8.0RX /5.0RX 

(where X <= 4) to Pulse CS/PS version 8.0R5 /5.0R5? 

The expectation is that a user running Pulse CS/PS version r1 through r4 has purchased licenses to stay 

compliant and entered them into a gateway device or License server. When this user or organization 

upgrades, licenses will begin being enforced. The maximum number of sessions on a PCS or PPS 

gateway and features available will be dependent on the licenses. Access maybe denied to users if the 

number of concurrent users exceeds the purchased license (although the products do provide for some 

default level of over-capacity). 

If you have licenses bought but not entered in your gateways, an upgrade to 8.0R5 will cause the 

maximum session count to fall back to the system default of two users until such time that a license is 

entered to open up more concurrent sessions. In addition, virtual CSs will not work without a License 

server in 8.0R5. When in doubt, expect the behavior to be the same as in pre-8.0/5.0. 

How does software-based license enforcement reinstatement impact CS/PS version 7.x 

/ 4.x customers who plan to upgrade to 8.0R5? 

No change. Customers running Pulse CS/PS versions 7.x / 4.x who upgrade to version 8.0R5 /5.0R5 will 

see the same upgrade behavior as seen in upgrades prior to versions 8.0/5.0. 

Will there be any operational impact to production devices upon upgrade to PCS/PPS 

8.0R5 /5.0R5? 

Once upgraded to the R5 release or later (i.e. after software-based license enforcement is reintroduced), 

the transition will be seamless for customers that have purchased and applied the appropriate licenses 

to their devices either directly or through the License Server model. Customers that have purchased but 

not applied the licenses to the devices will be required to install the license keys on the device before 

purchased capacity is made available. To minimize any impact, we strongly recommend that customers 

install the license keys on the device before upgrading to 8.0R5/5.0R5 or higher. 

Are there any changes to the EULA upon license reversal? 

The EULA will revert to the EULA in place in versions of Pulse CS/PS prior to versions 8.0/5.0. EULA 

changes in version 8.0/5.0 were reflective of the software-based license enforcement changes and other 

concepts. 

Does the behavior of the license server change in PCS/PPS version 8.0R5 /5.0R5? 

No, behavior of the license server will be the same as CS/PS versions prior to 8.0/5.0. 

Is it mandatory for a customer to buy licenses if he/she is running PCS/PPS 8.0RX 

(where X<=4)? 

Any customers using our features must buy licenses to stay compliant, per our legally binding EULA. 

For any other specific concerns, please work with your account managers/team. 
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What are the newly introduced role specific licenses? 

With the 8.0r5 and 7.4r12 releases of the Connect Secure software and the 5.0r5 and 4.4r12 releases of 

the Policy Secure software, role specific licenses were introduced in conjunction with the common 

access licenses. The Connect Secure licenses (CONSEC*) must be used on Pulse Connect Secure 

devices/personality only and Policy Secure (POLSEC*) licenses must be used on Pulse Policy Secure 

devices/personality only. These licenses enable customers to support as many users as specified in the 

license and will work additively with common access licenses. These role specific licenses are available in 

subscription and perpetual flavors and will be usable on a license server. 

The CONSEC licenses are not compatible with Connect Secure software releases prior to 8.0r5 or 7.4r12; 

the POLSEC licenses are not compatible with Policy Secure software releases prior to 5.0r5 or 4.4r12. 

Examples of these SKUs are: 

 CONSEC-ADD-100U-2Y-R 

 POLSEC-ADD-100U-1Y-R 

 CONSEC-ADD-250U-3Y 

 POLSEC-ADD-25U-2Y-R 

 CONSEC-ADD-500U-3Y-R 

 POLSEC-ADD-5000U-3Y 

 CONSEC-ADD-1000U-1Y 

 POLSEC-ADD-1000U-3Y-R 

 CONSEC-ADD-2000U-1Y-R 

 NOTE: With CONSEC and POLSEC licenses, virtual appliances will now be able to use the 

corresponding perpetual flavors. The restriction on subscription-only licensing for virtual appliances is 

now removed with the introduction of role specific licensing. 

 

Related Documentation  
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 Configuring a Device as a License Client 
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