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CHAPTER 1

Product Variants

Overview

Introducing Stingray Traffic Manager
The Stingray Traffic Manager (Traffic Manager) product family provides high-availability,
application-centric traffic management and load balancing solutions. They provide control,
intelligence, security and resilience for all your application traffic.
The Traffic Manager is intended for organizations hosting valuable business-critical services, such as
TCP- and UDP-based services like HTTP (Web) and media delivery, and XML-based services such as
Web Services.

Product Variants
The Traffic Manager is available in a variety of forms on different platforms:


As software, with versions for supported Linux and UNIX operating systems (including support
for virtual machine instances running on Amazon's Elastic Compute Cloud (EC2) platform).



As a virtual appliance, with versions for VMware, Microsoft Hyper-V, Xen, and QEMU/KVM.



As a cloud computing platform machine image, with versions for Amazon EC2, Rackspace, and
Microsoft Azure.

For each of these product variants, Riverbed provides a separate tailored edition of this guide. See the
Riverbed Support Web site (support.riverbed.com) for more information.
The release notes included with your product variant contain a complete list of the supported
platforms and versions.
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Getting Started

Getting Started

Network Architecture
The Traffic Manager sits between the Internet and your back-end servers, acting as a reverse proxy. It
can be used in conjunction with a standalone firewall if desired. Traffic received from the Internet is
passed on to the most appropriate backend to respond to the request.

Fig. 1.

Simple traffic management topology

You can install two or more Traffic Managers in a clustered arrangement to provide full faulttolerance to individual software failures. A typical configuration contains at least two Traffic
Managers and at least two servers hosting the load-balanced application.
Note: For Amazon EC2 deployments, these clusters cannot directly span EC2-Classic regions or
beyond the network boundary of a Virtual Private Cloud (VPC).

Prerequisites
You administer all Traffic Manager variants through a Web-enabled user interface. The Traffic
Manager supports the following browsers for this purpose:


Internet Explorer: v.7 or later



Firefox: v.3 or later



Safari: v.4 or later

Stingray™ Traffic Manager Cloud Services Installation and Getting Started Guide
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Prerequisites

Chrome: v.5 or later

Riverbed recommends using one or more test servers (for example, Web servers) that you can direct
traffic to.

Additional Prerequisites for Amazon EC2
The Traffic Manager is available on EC2 as a software-only package (for use with existing Linux and
UNIX virtual machines) or as a fully packaged Amazon Machine Image (AMI) from which you can
create virtual machine instances. To install the software variant, see "Installing the Traffic Manager
Software on Amazon EC2" on page 10. To create instances from the Traffic Manager AMI, see
"Creating a Traffic Manager Instance on Amazon EC2" on page 20.
To use either variant of the Traffic Manager on EC2, you need:


An Amazon Web Services (AWS) user account.



A subscription to the EC2 version of the Traffic Manager software you want to use, or a valid
Traffic Manager software license.



Management tools that allow you to create and destroy EC2 instances, such as Amazon's EC2
command-line tools, Amazon's AWS management console, or the ElasticFox Firefox extension.

More information on setting up an AWS account, including EC2 subscriptions, can be found on the
Riverbed Splash community Web site (http://splash.riverbed.com).
Amazon’s EC2 command line tools are available in a standard software package (ec2-api-tools)
on most common Linux variants or, alternatively, can be downloaded from the Amazon Web Services
Developer Tools Web site (http://aws.amazon.com/developertools). The commands described in this
manual are based on API version 2011-02-28.

Additional Prerequisites for Microsoft Azure
To use the Traffic Manager with Microsoft Azure, you need:


A Microsoft Azure user account.



A Traffic Manager Azure machine image and valid license.



Access to the Microsoft Azure Web management portal.



The Azure Command-Line Interface (CLI) Tool (for OSX and Linux), or Windows Azure
PowerShell (for Microsoft Windows).

To install and use the Azure CLI Tool, refer to the documentation on the Microsoft Azure Web site:
http://azure.microsoft.com/en-us/documentation/articles/command-line-tools/
To install and use the Windows Azure PowerShell, see:
http://azure.microsoft.com/en-us/documentation/articles/install-configure-powershell/
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Support for Amazon VPC
Amazon Virtual Private Cloud (VPC) lets you provision a private, isolated section of the Amazon
Web Services (AWS) Cloud where you can launch AWS resources in a virtual network that you
define. Instances launched within the VPC have private addresses assigned to them from a range you
define.
Traffic Manager AMIs can be deployed equivalently inside or outside of a VPC (the latter being
known as EC2-Classic). There are, however, a number of differences in the way that the Traffic
Manager handles IP addressing and Traffic IP groups when deployed in a VPC. These differences are
covered in more detail in CHAPTER 8, "Traffic IP Groups and Fault Tolerance on Amazon EC2".
Note: References to EC2 instances within this guide should be taken to mean all Traffic Manager
instances launched into Amazon EC2, regardless of whether this is an EC2-Classic or VPC
deployment. Where functionality differs, the relevant information is given.
This guide assumes you are familiar with VPC functionality in Amazon EC2. Further details of VPC
capabilities, implementation, and deployment can be found at http://aws.amazon.com/vpc.

Stingray™ Traffic Manager Cloud Services Installation and Getting Started Guide

9

Installing the Traffic Manager Software on Amazon EC2

Installing the Software

Installing the Traffic Manager Software
on Amazon EC2

CHAPTER 3

This chapter discusses how to install and configure the Traffic Manager software variant on an
existing EC2-based Linux or UNIX virtual machine.
To create a new instance of the Traffic Manager AMI, see "Creating a Traffic Manager Instance on
Amazon EC2" on page 20.
For installation of the Traffic Manager software variant on non-EC2 platforms, refer to the Stingray
Traffic Manager Software Installation and Getting Started Guide, available from the Riverbed Support
Web site:
https://support.riverbed.com/software/index.htm
Before you begin, ensure that you have all the information discussed in "Prerequisites" on page 7.

Space Requirements
The Traffic Manager software requires approximately 250 MB of disk space during installation. After
installation, clear the intermediate directory created when the compressed file was unpacked, so that
the software takes up approximately 100 MB.

Unpacking the Download File
The software is distributed as a compressed tar archive. The download file is called
ZeusTM_ProductVersion_OS.tgz, where ProductVersion corresponds to the version number
and OS refers to the operating system where the software is to be installed.
Decompress and extract the files contained in this archive to a temporary directory using your system
gzip and tar tools. Use the following command:
$ gzip -dc ZeusTM_ProductVersion_OS.tgz | tar -xvf This command unpacks the archive and creates a new directory into which the installation files are
placed. As it does so, it prints the name of each extracted file to your screen.

Installing the Software
Note: The Traffic Manager software must be installed, configured, and started as root. Root privileges
are necessary to bind to ports lower than 1024 (for example, port 80 for HTTP), and also to provide
front-end fault tolerance.

10
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To install the software
1.

Become the superuser. This step is usually done by typing the following at the prompt:
$ su
Password: [password not displayed]
#
The superuser shell prompt changes to # to indicate success.

2.

Go to the directory that has just been created by extracting the tar archive (usually
ZeusTM_ProductVersion_OS).

3.

To start the installation program, use the following command:
# ./zinstall --ec2
You are installing a package built for Linux-x86_64
Riverbed Installation Program - Copyright (C) 2014, Riverbed
Technology, Inc. All rights reserved.
Checking distribution ... all packages match checksums

Note: Installing the software on EC2 triggers a metadata query to the host instance for EC2specific parameters.
4.

You must read and accept the terms in the Riverbed End User License Agreement, available
at the URL given. If you agree with these terms, type accept at the prompt.

5.

Choose a directory to install the software into. The default is /usr/local/zeus.
You can install the software anywhere on your file system, but you must not install it in the
same directory as any other Traffic Manager products. The directory you install the software
into is known as $ZEUSHOME.
Important: The Traffic Manager admin interface accesses configuration and stores state
information and lock files under $ZEUSHOME. Riverbed strongly recommends that you
locate $ZEUSHOME on a local file system with sufficient disk space, or on a fast, reliable,
shared file system.
The admin interface might be slow or unresponsive if the file system it uses is slow or
unresponsive.
Stingray Traffic Manager is now installed in /usr/local/zeus.
Are you ready to perform the initial configuration now ? (Y/N) [Y]:

6.

Type Y and press RETURN to run the configuration script immediately, or type N and press
RETURN to run it later.

Stingray™ Traffic Manager Cloud Services Installation and Getting Started Guide
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Performing an Unattended Installation
In some situations it may be desirable to automate the installation of the Traffic Manager software
(e.g. for rebuilding machines). zinstall can record its installation options to a replay file, and then
replay the options when installing on a different machine. To create a replay file, add the --recordto option to zinstall:
# ./zinstall --ec2 --record-to=stingray_install.txt
Important: When asked to perform initial configuration, you must answer No; otherwise, no replay
file is created. The install and configure steps have to be recorded and replayed separately.
To replay this installation, add the --replay-from option:
# ./zinstall --ec2 --replay-from=stingray_install.txt
This option runs the zinstall script using the answers provided in the replay file. If a question is
encountered that is not answered, the normal prompt appears, waiting for the answer. You can
specify the --noninteractive option on the command line to cause zinstall to abort instead.
The configure script can also be run automatically using the same method. Note that passwords
appear in plaintext inside the replay file, however they are not printed in the output of the configure
program.
Should you want to do so, you can delete the password line in a freshly generated replay file. You are
prompted for it at replay time (unless the --noninteractive option is used).

Configuring the Traffic Manager Software
Before you can start the Traffic Manager and use the Web based Admin interface, you must first run
the "configure" script. This script handles the initial configuration necessary for the software to
operate normally, such as setting passwords and choosing whether you want your Traffic Manager to
run as a single instance or join an existing cluster of Traffic Managers.
If you are in the process of installing the Traffic Manager software, the "zinstall" script automatically
prompts you to perform the initial configuration. Alternatively, run the script directly by becoming
the system superuser and execute the following at the command line:
$ZEUSHOME/zxtm/configure --ec2
Important: you must re-run the configure script whenever the name of the host virtual machine is
changed.
To run the configure script as part of an unattended installation scenario, see "Performing an
Unattended Installation" on page 12.
To configure the Traffic Manager
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If this is a first time configuration, or a re-configuration following a factory reset, you must
agree to the terms of the Riverbed license agreement to continue. Read the agreement fully,
and type "accept" at the prompt to confirm you agree with its terms.

2.

Enter the full path and file name of your license key. If you do not have a license key at this
stage, leave this blank. You can add license keys to your Traffic Manager through the Admin
UI at any time after the script has completed.
For unlicensed configurations, the Traffic Manager starts in a default state known as
Developer mode. This allows the Traffic Manager to operate normally and with full
functionality, but with a limited maximum bandwidth of 1Mb/sec. SSL transactions are also
limited to 100 TPS. This mode is useful as an evaluation or development environment, but
should not be used in a production capacity. Contact your support provider for all licensing
queries.

3.

For first time configurations only, choose a UNIX user and group that your Traffic Manager
processes run as. Although it must be configured and started as root, the Traffic Manager can
be run as any user. To avoid compromising the security of your system, Riverbed strongly
recommends you run the Traffic Manager as a user with no privileges.
The default user with no privileges is usually nobody and the default group with no
privileges is usually nogroup or nobody, depending on which version of Linux or UNIX you
are using. However, if you have set up other users and groups on the Traffic Manager
machine, specify them here.

4.

Choose whether to restrict the software’s internal management traffic to a single IP address.
Management traffic includes access to the Traffic Manager Admin UI, external API access,
and internal communications within a Traffic Manager cluster.
If you do choose to restrict the software’s internal management traffic, you must then
nominate an IP address. This address would normally reside on a private or dedicated
management network. However, choosing a private management IP address for a Traffic
Manager instance inside AWS might mean administrative access is restricted to clients in the
same network or VPC.
Important: Riverbed recommends only choosing to use a management address if you have a
dedicated, reliable management network. Each management address is a single point of
failure for an entire Traffic Manager cluster. All of your management addresses must always
be available.
If you intend to use a management IP address and are running on Linux, Riverbed strongly
recommends you use kernel 2.6.12 or later. Earlier 2.6 kernels can not reliably restrict
multicast or "heartbeat" messages to a single network card.

5.

If your DNS system is unable to successfully resolve your hostname, you can instead use an
IP address to identify the Traffic Manager to other cluster members. Select "Y" to specify the
IP address to use (if you have elected to restrict management traffic in the previous step, this
IP address is automatically selected). Select "N" to force the software to use the unresolvable
hostname, although you might experience connectivity issues until this is fixed.

6.

Choose whether you want the software to start automatically at boot time.

Stingray™ Traffic Manager Cloud Services Installation and Getting Started Guide
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Choose a cluster for the Traffic Manager to join. If this is the first Traffic Manager you are
setting up, the Traffic Manager provides these choices:
Searching for Stingray Traffic Manager clusters ... done
Which Stingray Traffic Manager cluster should this installation be
added to?
C) Create a new cluster
S) Specify another machine to contact
R) Refresh the cluster list
Select C to create a new cluster.
If, however, you have already set up other Traffic Managers, you can join the clusters they are
in by choosing the appropriate option:
C) Create a new cluster
1) Cluster 1: ztm1.mysite.com:9090
ztm2.mysite.com:9090
2) Cluster 2: ztm-test.mysite.com:9091
S) Specify another machine to contact
R) Refresh the cluster list
To provide front-end fault tolerance, your Traffic Managers must be in a cluster. The new
Traffic Manager automatically accepts the configuration settings in use by the cluster it is
joining.

8.

If you are creating a new cluster, choose a password for the admin server (this is the service
that provides the Web-based Admin UI and handles communications with the core Traffic
Manager software). The password you enter here is used for the "admin" user when accessing
the Admin UI of your Traffic Manager.

9.

If you choose to join an existing cluster, first verify the identity of the other cluster members.
The Traffic Manager displays the "host:port" and SHA-1 fingerprint of each cluster member:
Select option [C] : 1
Joining the cluster containing the following admin servers:
Host:Port
ztm1.mysite.com:9090
ztm2.mysite.com:9090

SHA-1 Fingerprint
72:BC:EE:A1:90:C6:1B:B6:6E:EB 6:3E:4E:22:D8:B6:83:04:F9:57
E9:61:36:FE:0B:F5:0A:E4:77:96 3:D8:35:8F:54:5F:E3:2C:71:ED

Have you verified the admin server fingerprints, or do you trust the network
between this machine and the other admin servers? Y/N [N]:

10. If you are satisfied that the identities are accurate, enter the Cluster Administrator username
and password. This is the user account that you use to access the Admin UI of each Traffic
Manager in the cluster.
The Traffic Manager then starts and the installer reports where the admin server (Admin UI) can be
found:
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**
** The SHA-1 fingerprint of the admin server's SSL certificate:
**
09:0F:B6:24:59:AE:CF:03:61:A2:DB:83:DB:DE:42:00:D8:2D:63:29
** Keep a record of this for security verification when connecting
** to the admin server with a web browser and when clustering other
** Stingray Traffic Manager installations with this one.
**
** To configure the Stingray Traffic Manager, connect to the admin
server at:
**
https://yourmachinename:port/
** and login as 'admin' with your admin password.
**
Note: Make a note of the URL shown. You use this to administer the Traffic Manager software. Note
that the protocol is HTTPS (secure HTTP).
You can re-run "configure" at any time to change these settings, or to restore your machine to its clean,
un-configured state. See "Reconfiguring or Uninstalling the Software" on page 17.

Accessing the Administration Interface
Access to the administration interface (also known as the Admin UI) is authenticated with a dedicated
SSL certificate. As mentioned earlier, the SHA-1 fingerprint of the SSL certificate is displayed on the
command line after you complete the installation process. This is useful for the following reasons:


To verify the SSL certificate when connecting with a Web browser for the first time.



To verify the authenticity of Traffic Manager identities when joining a cluster.

Riverbed recommends making a note of the fingerprint upon setting up a new Traffic Manager for the
first time.
You can also display it from the virtual machine command line using the following command:
$ZEUSHOME/admin/bin/cert -f fingerprint -in $ZEUSHOME/admin/etc/admin.public

Upgrading One Software Revision to Another
Important: 32-bit instances of the Traffic Manager (software, appliance, and cloud variants) are
deprecated from version 9.6. To upgrade an older 32-bit instance to version 9.6 or later, you must
instead install a new 64-bit instance and import your configuration into it. See the Stingray Traffic
Manager User Manual for more information on creating and importing configuration backups.
You can upgrade the Traffic Manager software using the Admin UI or from the command line.
Riverbed recommends making a configuration backup as a precaution before you begin. This allows
you to store a snapshot of your current configuration that you can restore later if necessary.

Stingray™ Traffic Manager Cloud Services Installation and Getting Started Guide
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Upgrading the Software Through the Admin UI
To upgrade the Traffic Manager software from the Admin UI:
1.

Obtain the new installation package; packages are named according to the following
convention:


ZeusTM_ProductVersion_OS.tgz

2.

Log into the Admin UI, and navigate to the System > Traffic Managers page.

3.

Click on the Upgrade… button in the Software Upgrade section.

4.

Select the installation package for uploading, and follow the on-screen instructions.

Upgrading the Software Through the Command Line
To upgrade the Traffic Manager software from the command line:
1.

Copy the installation tgz file (ZeusTM_ProductVersion_OS.tgz) to your Traffic Manager
machine using scp from Linux, or an sftp client, such as PSFTP
(http://www.chiark.greenend.org.uk/~sgtatham/putty/)

2.

SSH on to your Traffic Manager machine using ssh (Linux) or putty (Windows)

3.

Become the superuser and change directory into the directory where you copied the file. Run
the following command to extract the contents of the tgz file:
# gzip -dc ZeusTM_ProductVersion_OS.tgz | tar –xvf –

4.

Run the following command in the extracted directory:
# ./zinstall --ec2

Your Traffic Manager software is automatically stopped, upgraded, and restarted while retaining its
current configuration.

Upgrading a Cluster
The procedure for upgrading several Traffic Managers is the same as that for upgrading one:
Important: When the cluster is in a mixed state (the Traffic Managers are using different software
versions), you cannot make any configuration changes.


Upgrade each Traffic Manager in turn. All Traffic Managers in the cluster continue to run
their configured services.



Once you have upgraded one Traffic Manager in the cluster, do not make any configuration
changes until you have upgraded the whole cluster.

Downgrading the Software
Should you find it necessary to cancel an upgrade, you can roll back the software to the previous
installed version.
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Important: This procedure does not retain any configuration you have made since upgrading to the
current version. It is strictly a roll-back procedure which reinstates the selected software version and
configuration set held within it. Riverbed strongly recommends making a configuration backup
before downgrading your installation.
Use SSH to log in to your Traffic Manager machine, become root, and run the command
$ZEUSHOME/zxtm/bin/rollback:
Rollback
Copyright (C) 2014, Riverbed Technology, Inc. All rights reserved.
This program allows you to roll back to a previously installed
version of the software. Please note that the older version will
not gain any of the configuration changes made since upgrading.
To delete obsolete versions of the software, use the --delete
option.
Do you want to continue? Y/N [N]:
If you choose to continue, the program lists all the available versions of the software:
Which version of Stingray Traffic Manager would you like to use?
1) 9.1
2) 9.1r1
3) 9.1r2
4) 9.2
5) 9.3
6) 9.3r1
7) 9.4
8) 9.5 (current version)
Select a version [7]
Select the version of the software that you want to switch to, and press RETURN. The current version
of the software is stopped and the selected version is started.
Note: If you need to undo the rollback, run the program again and pick the new version of the
software to switch to. There is no need to reinstall the new version.

Reconfiguring or Uninstalling the Software
To clear your current Traffic Manager configuration and start again, or to remove the software from a
virtual machine, use the "configure" script.
Note: You can re-run "configure" at any time to change any or all of the settings you chose initially; or
you can use it to remove the software cleanly from your virtual machine and any cluster it was in,
before clearing the installation files from your machine.
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Reconfiguring the Software
To reconfigure the Traffic Manager software, become root and run the "configure" script from the
virtual machine command line:
$ZEUSHOME/zxtm/configure --ec2
The Traffic Manager determines that your software has been previously configured and offers the
following options:
This program will perform the initial configuration of the Stingray
Traffic Manager.
Initial configuration has already been performed on this Stingray
Traffic Manager installation.
1.
2.
3.
H.

Quit (default)
Perform the post-install configuration again
Clear all configuration
Help

Choose option [1]:
Choose option 2 to re-run the Traffic Manager configuration. At each prompt, the default option is the
setting you previously chose, to enable you to change only the settings you want to.
Choose option 3 to stop the software and clear your existing configuration. This resets the Traffic
Manager to the un-configured state it was in immediately after running the "zinstall" installation
program. You can run "configure" again to reconfigure the software.
Important: Clearing your configuration stops the Traffic Manager from handling traffic. Riverbed
recommends you ensure this does not impact your external service availability.

Changing the Traffic Manager Name
Each Traffic Manager in your cluster uses a DNS resolvable name with which it can be identified and
contacted by each other cluster member. If you are unable to use a resolvable name, you can instead
use a contactable IP address. You set this name or IP address during the initial configuration of your
Traffic Manager.
To change the designated Traffic Manager name after you have completed the initial configuration, or
to instead assign an IP address, re-run the "configure" script and select "Perform the post-install
configuration again". Then, choose which action you want to perform from the options provided:
Each traffic manager in your cluster must have a unique name,
resolvable by each member of the cluster.
This traffic manager is currently called 'stm1.example.com'.
Would you like to
1. Keep the current traffic manager name (default)
2. Specify a new resolvable hostname
3. Use an IP address instead of a hostname
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Choose option [1]:
You can also switch to using an IP address from the Replace Traffic Manager Name section on the
System > Traffic Managers page of the Admin UI. You cannot, however, switch back to using a
resolvable name from this page. Instead, re-run "configure" as described.

Uninstalling the Software
You can uninstall the Traffic Manager software cleanly from your host virtual machine using the
"configure" script.
To remove the Traffic Manager software
1.

Become the superuser, and run the following at the command line:
$ZEUSHOME/zxtm/configure --ec2

2.

Choose option 3 to clear your configuration. This option removes the software cleanly from any
clusters it is in and stops the software.
The configuration for this Stingray Traffic Manager machine has now
been cleared. It is no longer part of a cluster, and won't be usable
until this configuration program is re-run to perform the initial
configuration again.

3.

Delete $ZEUSHOME, the directory in which the software was installed.
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Creating a Traffic Manager Instance on
Amazon EC2

CHAPTER 4

Before you begin, you should ensure that you have all the information discussed in the Prerequisites
section of CHAPTER 2 above.
An AMI is a template from which virtual machines can be created. In order to use the Traffic
Manager you must create one or more 'instances' of this AMI. Each instance is a version of the Virtual
Appliance, with the Traffic Manager software preinstalled. No other installation is necessary - all that
is needed is to log into the instance and configure it.

Before You Begin
Your Traffic Manager software is primarily controlled through a Web-based administration interface
served by the Stingray Admin Server (this is the service that provides the Admin UI, and handles
communications with the core Traffic Manager software). To access the Admin UI, connect to TCP
port 9090 on the virtual machine instance, and optionally port 22 if you require SSH command line
access. However, traffic to these ports is blocked by EC2's default firewall rules. In order to access the
Admin UI or command line you must create a new EC2 security group that allows traffic for these
ports to pass through the firewall. You only need to create the security group once, but you must
remember to apply it every time you launch a new virtual machine instance. With EC2-Classic, a
security group cannot be added to a virtual machine instance after it is launched.
The following example shows how you can use Amazon's command line tools to create a security
group called 'stingray-admin-server', which permits connections to the specified ports from any
address in the 131.111.0.0/16 subnet:
ec2-create-group stingray-admin-server -d "Stingray Admin Server"
ec2-authorize stingray-admin-server –P tcp -p 9090 -s 131.111.0.0/16
and optionally, for SSH access:
ec2-authorize stingray-admin-server -P tcp -p 22 –s 131.111.0.0/16
Note: The above arguments are used for example purposes only. You should specify your own
security group and subnet when running these commands. However, ports 9090 and 22 should be
used in all cases.
Inter-cluster communications must also be enabled, using the same method. To allow a Traffic
Manager cluster to operate within a single EC2 region, the following commands should be issued:
ec2-authorize stingray-admin-server -o stingray-admin-server
-u <AWS Account Number> -P tcp -p 9090
ec2-authorize stingray-admin-server -o stingray-admin-server
-u <AWS Account Number> -P udp -p 9090
ec2-authorize stingray-admin-server -o stingray-admin-server
-u <AWS Account Number> -P tcp -p 9080
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ec2-authorize stingray-admin-server -o stingray-admin-server
-u <AWS Account Number> -P udp -p 9080
These commands ensure that the stingray-admin-server security group opens up UDP and TCP
ports 9090 and 9080 for connections from other instances in the same stingray-admin-server
group, launched with the specified <AWS Account Number>.
Stingray Application Firewall (SAF) users additionally require the following commands to be issued,
in order to authorize communication with the SAF user interface and system processes:
ec2-authorize stingray-admin-server -o stingray-admin-server
-u <AWS Account Number> -P tcp -p 8083
ec2-authorize stingray-admin-server -o stingray-admin-server
-u <AWS Account Number> -P tcp -p 8086
ec2-authorize stingray-admin-server -o stingray-admin-server
-u <AWS Account Number> -P tcp -p <AdminMasterPort>
ec2-authorize stingray-admin-server -o stingray-admin-server
-u <AWS Account Number> -P tcp -p <AdminSlavePort>
ec2-authorize stingray-admin-server -o stingray-admin-server
-u <AWS Account Number> -P tcp -p <UpdaterSlavePort>
<AdminMasterPort> (default "11000"), <AdminSlavePort> (default "11002"), and <UpdaterSlavePort>
(default "11007") are configurable ports listed in System > Application Firewall in the Traffic
Manager Admin UI. If you make changes to any of these settings, you must also update your security
group settings accordingly.
If you intend to enable and use the REST API, you must allow connections to the TCP port used by
the Traffic Manager REST service (the default port is 9070):
ec2-authorize stingray-admin-server -o stingray-admin-server
-u <AWS Account Number> -P tcp -p 9070
If you have multiple Traffic Manager clusters (managed by the Traffic Manager's Multi-Site Cluster
Management capability) spanning multiple EC2-Classic regions or VPCs you must open up those
ports to hosts connecting from the internet:
ec2-authorize stingray-admin-server -P tcp -p 9090 -s 0.0.0.0/0
ec2-authorize stingray-admin-server -P udp -p 9090 -s 0.0.0.0/0
ec2-authorize stingray-admin-server -P tcp -p 9080 -s 0.0.0.0/0
ec2-authorize stingray-admin-server -P udp -p 9080 -s 0.0.0.0/0
If your security policy requires it, you can limit these authorizations to the subnets corresponding to
the different EC2 regions used, rather than 0.0.0.0/0 as used in the examples above, however there
is a risk that new instances may start up in alternative subnets and thus be unable to communicate
with the cluster.
You also need to open ports for each virtual server you create on your Traffic Manager. For instance
the following command creates a group that allows traffic to HTTP (port 80) and HTTPS (port 443)
servers from any Internet address:
ec2-create-group http-https -d "HTTP and HTTPS servers"
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ec2-authorize http-https -p 80
ec2-authorize http-https -p 443
It is also possible to create security groups using graphical management tools. In ElasticFox, they are
managed in the "Security Groups" tab. In Amazon's AWS management console, click the "Security
Groups" link in the Networking & Security section of the Navigation panel.

Using IAM Roles
The Traffic Manager supports the use of EC2 Identity and Access Management (IAM) roles in place of
locally stored AWS credentials. To create an IAM role, use the AWS Console or equivalent
management tool.
Important: You cannot create IAM roles through Amazon's command line tools.
When you launch a new Traffic Manager virtual machine instance, specify either the Access Key ID
and Secret Key you want the instance to use, or the IAM role you want the instance to assume.
You can instruct the Traffic Manager to instead use locally held AWS credentials at any time by
adding an Access Key ID and Secret Key to the instance. In the Admin UI, click System > Global
Settings > EC2 Account Settings and add your credentials into ec2!access_key_id and
ec2!secret_access_key. Locally held AWS credentials always take precedence over the IAM role an
instance might have been launched with.
During normal communication with EC2, the Traffic Manager executes a range of API calls to perform
various functions. When you create an IAM role, you must assign adequate authority to the role to
execute these calls.
For general Traffic Manager functioning:


DescribeRegions



DescribeInstances



DescribeAddresses



DescribeNetworkInterfaces

For Fault Tolerance:


AssociateAddress



DisassociateAddress



AllocateAddress



ReleaseAddress



AssignPrivateIPAddresses



UnAssignPrivateIpAddresses

For Autoscaling:
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CreateTags
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For more information on IAM roles, including how to create and manage roles, see the AWS
documentation at: http://aws.amazon.com/documentation/.

The Default Security Group
If you want all virtual machine instances that you create to have a particular port open by default, you
can add that port to the 'default' security group, which is used if no other group is specified at launch
time:
ec2-authorize default -p 80
Please note that doing this allows connections to port 80 on any virtual machine instance you launch,
not just Traffic Manager instances, which may have unintended consequences for the security of your
other virtual machines. For this reason, it is best to add the ports you need to task-specific security
groups, and only apply those groups to the instances that need them.

Launching a Virtual Machine Instance
Using your EC2 management tool, launch a new instance of the Traffic Manager virtual machine
image you purchased. To do this, you need the AMI's ID code, which you should have received
when you purchased the Traffic Manager software.
If you are using Amazon's EC2 command line management tools, you can start a new instance using
the following command:
ec2-run-instances <ami_id> --user-data password=<secret>
--group Stingray-admin-server
where <ami_id> is the ID of the Traffic Manager AMI you purchased and <secret> is the password
you would like to use to access the Admin UI. If you do not supply a password, one is assigned
randomly, as described in "Enter the Admin User Password" on page 26.
If you are using a graphical management tool, such as ElasticFox, select your Traffic Manager product
in the list of available AMIs and create an instance of it by clicking the launch button. To set the
password, add the following line to the user data field in the launch dialogue:
password=<secret>
For more details refer to your management tool's documentation.
Amazon VPC users additionally require a previously created VPC with enough free private IP
capacity to run the new instance. Your VPCs can be viewed (and created/deleted as appropriate) via
the VPC section of the Amazon AWS management console. You should make a note of the VPC ID
you intend to use and its associated CIDR range; these are required when selecting the VPC to launch
the new instance into.
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There are several configuration options that you can use to control how and where your EC2 instances
are created. For example, you can specify in which 'Availability Zone' the instance should be created.
Availability Zones are independent parts of Amazon's network, isolated from each other so that the
failure of one Availability Zone does not affect the others. To improve fault tolerance you should
ensure that your EC2 instances are located in different availability zones. Depending on the Traffic
Manager product you purchased you may also be able to select how much CPU power and memory
your instance has. For more details on EC2 instance parameters and how to set them, refer to
Amazon's EC2 documentation, or the documentation for your management tools.
VPC instances are initially specified with a primary IP address within the subnet used by the VPC,
and optionally, secondary addresses on the same interface. The primary address is mandatory and
required for management traffic. It cannot be removed. Secondary addresses are used to loadbalance your services and can be added as necessary.
You can add and remove secondary addresses from the AWS console or from the System >
Networking page of the Traffic Manager Admin UI once the instance has launched.
Note: Adding new private IP addresses to the default network interface might trigger a warning/error
condition whilst the address is in the process of being raised. This is to be expected, and refreshing
the browser page after a few seconds should show the Traffic Manager health status return to normal.
If you are still experiencing warning/error conditions after a few minutes, please refer to the Diagnose
page for further details. Alternatively, contact your support provider for assistance.

Connecting to the Admin UI
When you create a new EC2 instance, it is initially listed as "pending" while it starts up. You can view
the status of an instance using the following command:
ec2-describe-instances
Wait until the instance is listed as "running" and make a note of the public DNS name or public IP
address associated with it. This is the address of the Traffic Manager Admin UI.
For instances running inside a VPC, if you did not assign a public IP to the Traffic Manager instance
during launch, confirm you can connect to the Admin UI using a direct connection to the private
address range in the VPC via, for example, a secure VPN or NAT (Network Address Translation)
based infrastructure.
If you are unable to access the Admin UI through one of these methods, you must associate a public
IP address with one of the private IPs defined in your instance. To do this, allocate a new Elastic IP
address through the AWS Console and associate it with the primary private IP in your instance. If you
do not choose to associate the Elastic IP address with an instance straight away, the address remains
attached to your EC2 account until you release it.
Note: Elastic IP addresses are allocated for use with instances in EC2-Classic or a VPC, but not both.
When allocating a new Elastic IP address for use with a VPC-based instance, ensure you select VPC
when prompted.
Once the instance is running and publicly accessible, access the following URL in your Web browser:
https://<admin_ui_address>:9090/

24

Stingray™ Traffic Manager Cloud Services Installation and Getting Started Guide

Configuring an Instance

Creating a Traffic Manager Instance on Amazon EC2

where <admin_ui_address> is either the public DNS name or public IP address listed by your
management tool.
Verify that you can connect to the Admin UI using a Web browser and then proceed to Initial
Configuration (see "Configuring an Instance" on page 41).
Note that before you are shown the Admin UI, your Web browser might report problems with the
SSL certificate (either that it cannot trust it, or that the hostname in the certificate does not match the
hostname in the URL). You can safely ignore this - the certificate is self-signed, and the hostname in
the certificate might not match the URL you have used to access it. This is because an instance's public
DNS name and IP address are different to the private DNS name and IP address the instance uses
within the EC2 network.

Removing an Instance
You can terminate a Traffic Manager instance by clicking on the Terminate… button in the Hardware
Restart section of the System > Traffic Managers page. You are asked to confirm this action.
Important: If you terminate an instance, it is shut down and permanently destroyed. You lose all
configuration and data associated with that Traffic Manager instance.

Configuring an Instance
Running the Initial Configuration Wizard
A newly created Traffic Manager instance requires some basic information to function normally. The
Traffic Manager gathers this information over a series of steps that form the Initial Configuration
wizard. You can access the first page of wizard by entering the URL of the Admin UI into your Web
browser:

Fig. 2.

Step-by-step configuration process

Click Next to begin the initial configuration of your Traffic Manager.
Note: The number and order of wizard steps is dependant on your product variant.
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Enter the Admin User Password
Note: This step is only applicable to Amazon EC2 instances.
The Traffic Manager uses the password you specify in this step to verify that you are the person who
launched the instance and to prevent an attacker from gaining control of a newly launched instance.
One of the following is true:


For EC2 instances where you pre-configured an admin user password (see "Launching a Virtual
Machine Instance" on page 23), enter that password here:

Fig. 3.



Enter your pre-configured admin password

For EC2 instances where you did not pre-configure an admin user password, EC2 generates a
random password for you. You can find this password in the instance's EC2 console log. The
console log is only available to the Amazon account that created the instance as a secure way to
ensure that you are authorized to configure the instance.
Retrieve the randomly generated password from the console log and enter it in the wizard:

Fig. 4.

Enter your generated admin password

To view the console log click "Console output" in your graphical EC2 management tool or run the
following command:
ec2-get-console-output <instance_id>
<instance_id> is the unique ID of the instance you are trying to configure. There can be a
delay of several minutes after instance creation before the console output is available from EC2.
If you did not pre-configure an admin password, you can set one later in the configuration
wizard.
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Accept the License Agreement
This step requires you to read and accept the Riverbed End User License Agreement:

Fig. 5.

End User License Agreement

Please read the agreement fully. If you agree to its terms, tick the "I accept the license agreement"
checkbox and click Next to continue. The Traffic Manager software is unusable until the license has
been accepted and the wizard has been completed.

EC2 Account Settings
Optionally enter your Amazon AWS Access Key ID and Secret Access Key.
The Access Key ID and Secret Access Key are needed to allow the Traffic Manager software to
communicate with EC2, in order to create, configure and delete Elastic IP addresses used primarily for
fault tolerance.

Fig. 6.

EC2 account settings

If you are using an IAM role, or if you do not want to use fault tolerance, leave these fields blank. You
can enter your Access Key ID and Secret Access Key later on the Global Settings page in the Admin
UI.

Date and Time Settings
Set the time zone for your Traffic Manager instance. Setting this correctly ensures that any logs and
diagnostic messages generated by the Traffic Manager have the correct timestamps:

Fig. 7.

Select your time zone
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Admin Password
If you did not pre-configure an admin password when you launched the instance, enter one now. If
you did pre-configure a password, this step is skipped.
Use the admin password when you configure an instance through a Web browser, or when you log
into an instance using SSH (with the username "admin"):

Fig. 8.

Enter your admin user password

Summary
The Summary page shows you a final summary of the settings you have configured during the
wizard:

Fig. 9.
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An example of an EC2 instance Summary page.
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To make any changes, use the Back button to skip back through the wizard to the appropriate page.
Note: The Traffic Manager settings shown here are replicated on the System > Traffic Managers page
once you have completed initial configuration.
If you are satisfied with your settings, click the Finish button. You are shown a confirmation page
while the instance is configured:

Fig. 10.

Initial configuration is complete

After a short wait, you are redirected to the login page of the Admin UI. Log in using the username
"admin" and the admin password. This is either the password you pre-configured when you launched
the instance, or the one you set during the wizard.

Pre-configuring the Traffic Manager at Launch Time
One important benefit of EC2 is that you can create new instances quickly, for example to respond to a
sudden increase in Web site traffic. To take advantage of this, you can pre-configure all the settings
requested by the initial setup wizard when you launch the instance, avoiding the need to go through
the wizard manually. You can also instruct the new instance to join an existing Traffic Manager
cluster automatically after it starts up.
Configuration settings are specified in the user data field as key=value pairs, separated by
whitespace, which correspond to the different questions in the wizard. The following table lists the
basic configuration parameters, corresponding to questions in the initial configuration wizard:
password

The admin user password

accept_license

Accept the Traffic Manager End User License Agreement?
(y/n)

access_key_id

The AWS Access Key ID

secret_access_key

The AWS Secret Access Key

timezone

The Traffic Manager instance timezone (e.g.
Europe/London, defaults to America/Los Angeles)

If you do not provide values for at least the password and accept_license parameters, the Initial
Configuration Wizard prompts you to set the missing parameters manually.
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The following table lists parameters used for cluster joining:
cluster_host

The private DNS name of a member of an existing cluster that
the new Traffic Manager should join.

user

The admin username for the cluster (defaults to "admin").

password

The admin password for the cluster

join_tips

Should the new Traffic Manager host Traffic IP addresses
when it joins the cluster? (y/n, default n)
Note that this parameter should only be set to 'y' where there
is only one Traffic IP group configured in the cluster. For
clusters with multiple Traffic IP groups, it is necessary to set
this parameter to 'n' and manually configure the Traffic IP
group(s) that this new instance should join.
Note: For Amazon VPC instances, setting join_tips=y is
ignored if the instance does not have a secondary IP address
assigned whilst launching.

cluster_fingerprint

Specifies the SHA-1 fingerprint of the machine you specified
in the cluster_host parameter. You can accept any
fingerprint by specifying 'unsafe' as this key’s value. It is
required if using cluster_host.

cluster_location

Specifies the configuration location this instance should join
when clustering. If the location does not exist, it is created.
Please refer to the Stingray Traffic Manager User Manual for
more details on configuration locations.

The Traffic Manager also supports the use of CloudFormation reference templates in Amazon EC2. The
Cloud Formation cfn-init script is run when the instance boots up for the first time. The
arguments -s <stackname>, -r <resource>, and --region <region> are appended to the
script with their values taken from the parameters that you specify in the user data field, as listed
below:

30

cfn_stack

The CloudFormation stack name.

cfn_resource

A CloudFormation logical resource ID.

cfn_region

The CloudFormation region.
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There are two ways to set user-data using the ec2-run-instances command line tool:


as a string on the command line, using the --user-data option



in a file, passed using the --user-data-file option

Graphical tools, such as ElasticFox, typically provide a text box in the new instance launch window,
into which you can paste the configuration data. For more details, see your management tool's
documentation.

Upgrading an Instance
For new software releases, the method to upgrade your Traffic Manager instances varies depending
on whether you are upgrading a single instance of a cluster of instances.

Upgrading a Single Traffic Manager Instance
Instead of upgrading a running instance when a new version of the software is released, it is easier to
start an instance of the newer software, migrate the configuration over from the old one, and then
terminate it. See the Stingray Traffic Manager User Manual for more information on creating and
importing configuration backups.
Important: 32-bit instances of the Traffic Manager (software, appliance, and cloud variants) are
deprecated from version 9.6. To upgrade an older 32-bit instance to version 9.6 or later, start a 64-bit
instance and import your configuration into it.

Upgrading a Cluster of Traffic Manager Instances
Using clustering and fault tolerant Traffic IP addresses you can upgrade a cluster in place, replacing
each Traffic Manager with one running the newer version of the software, while continuing to serve
application traffic.
Note: Due to the nature of the replace-and-terminate process described here, there is no direct roll back
path should you need to revert to the previous version. If you need this ability, Riverbed
recommends that you first take a full configuration backup and then preserve a copy of each existing
Traffic Manager instance that you intend to remove.
To upgrade using this method, your cluster must be at least one Traffic Manager instance smaller than
the maximum size that your license key permits. This smaller size is required because you must add a
new Traffic Manager running the upgraded version of the software to your cluster before removing
one of the older instances. If your total number of instances is already at a maximum, use the
alternative method described in "Upgrading an EC2 Cluster Using Backup and Restore" on page 32.
Important: When the cluster is in a mixed state (that is, the Traffic Managers are using different
software versions), do not make any configuration changes until all Traffic Manager instances in the
cluster are running the upgraded version.
For deployments using the Stingray Application Firewall (SAF): For cluster synchronization to
succeed during the following procedure, you must ensure that your cluster members are using the
same SAF version as the new instance you are adding. If the Traffic Manager indicates that there is a
SAF configuration synchronization issue between your cluster members, Riverbed recommends using
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the "Updater" tool included with SAF on all your cluster members (including the newly added
instance) before continuing.
To upgrade each Traffic Manager in your cluster
1.

Start an instance of the new Traffic Manager AMI.

2.

Using the Admin UI, or the user-data preconfiguration parameters, join the new instance to
an older Traffic Manager instance in your cluster. You should ensure that join_tips is set
according to the rules shown in the parameter list contained in "Pre-configuring the Traffic
Manager at Launch Time" on page 29.
Important: To ensure the correct replication of your cluster configuration, always join your
newly created Traffic Manager instance to an instance running the older version of the
software.
Traffic Manager hostname mappings (configured on the System > Networking page) are not
migrated automatically; you must set these mappings manually on each new Traffic Manager
instance.

3.

Terminate one of the old instances in your cluster.

Repeat steps 1 to 3 until all the Traffic Managers in your cluster have been replaced. Replace instances
one by one - do not terminate an old instance until its replacement has successfully joined the cluster.

Upgrading an EC2 Cluster Using Backup and Restore
You can also upgrade a cluster by taking a backup of its configuration, creating a new cluster using a
new AMI, and applying the backup to the new cluster. You might need to use this method if your
license does not permit you to add extra instances to your cluster, or if you want to run an upgraded
cluster alongside your existing one for testing.
To upgrade using this method, perform the following steps:
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1.

Log into the old cluster and download a configuration backup from the System >
Configuration Backups page.

2.

Create a new cluster of the same size as the old one, using the new AMI. Make each new
instance join the new cluster, but do not perform any additional configuration.

3.

Upload the configuration backup to the new cluster, and navigate to the Restore section of the
Backup detail page. The Admin UI allows you to choose which instance in your new cluster
takes the place of each instance in the old one. In most cases, if the new cluster is the same
size as the old one, the software maps old instances to new ones appropriately:
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Fig. 11.

Mapping the Traffic Managers in a backup

It should only be necessary to alter the default mapping if your new cluster is larger or
smaller than the old one, or if you need to ensure that an instance in the old cluster is replaced
by a particular instance in the new one.
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Creating a Traffic Manager Instance on
Microsoft Azure

CHAPTER 5

To use the Traffic Manager on the Azure platform, you create one or more virtual machine "instances"
from the Azure Certified Traffic Manager image available from the Microsoft Azure Store. Each
instance is a version of the Traffic Manager Virtual Appliance variant, optimized for Azure. No other
installation is necessary, however you must log into a newly deployed instance to configure it before
it can be used.

Before You Begin
Before you begin, ensure that you have all the information discussed in "Prerequisites" on page 7.
To achieve high availability (HA), Riverbed recommends deploying a cluster of at least two Traffic
Manager instances in the same cloud service and delivering traffic to the Traffic Manager instances
using one or more load-balanced endpoints. If you do not require HA, you can deploy each Traffic
Manager instance in a separate cloud service to simplify administration.
A cloud service provides a publicly available domain name and associated IP address. An endpoint
associates a port on a cloud service IP address with one or more Azure virtual machines. These two
features together enable you to gain access to your Traffic Manager virtual machines from outside the
Azure cloud. To learn more about cloud services and endpoints, see the Microsoft Azure
Documentation Center Web site (http://azure.microsoft.com/en-us/documentation/).
For deployments across cloud services, regions, or virtual networks where Traffic Manager-to-Traffic
Manager cluster communications are restricted, Riverbed recommends using the Traffic Manager's
Multi-Site Cluster Management capability. See the "Stingray Traffic Manager User Manual" for more
information.

Traffic Manager Instances and Private IP Addresses
By default, the Traffic Manager instance is assigned a DHCP address. The DHCP address might
change under the following circumstances:


The Traffic Manager instance is shutdown and then restarted through the Azure Management
Portal.



The size of the Traffic Manager instance is changed.

Note: If a license is associated with an IP address, changing the IP address can make the license
invalid for this Traffic Manager and leave the Traffic Manager running in developer mode. Riverbed
recommends changing the IP address to a static IP address using the powershell command:
Get-AzureVM -ServiceName <cloudservicename> -Name <vmname> | Set-AzureStaticVNetIP IPAddress <IP> | Update-AzureVM

34

Stingray™ Traffic Manager Cloud Services Installation and Getting Started Guide

Creating a Virtual Machine Instance

Creating a Traffic Manager Instance on Microsoft Azure

Creating a Virtual Machine Instance
To create a Traffic Manager virtual machine instance, use the new Azure Management portal to create
a virtual machine from the Traffic Manager image contained in the Microsoft Azure Store.
To create a virtual machine instance using the new Azure Management portal
1.

Log in to the new Microsoft Azure Management portal (https://portal.azure.com).

2.

On the main page, click New and then click Everything in the pop-out blade panel to display the
Marketplace blade.

3.

Use the search box to locate the "SteelApp" virtual machine.

4.

Click the latest "SteelApp TM" virtual machine to display the SteelApp product information
blade.

5.

Click Create to display the Create VM blade.
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Fig. 12.

6.
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The Create VM blade

Enter the following details:


Host Name: The host name for your Traffic Manager virtual machine.



User Name: The user name for your virtual machine. Note that the Traffic Manager does not
use this value.



SSH Public Key: Your SSH Public Key.



Pricing Tier: Choose the pricing tier for the Traffic Manager model you want to use.
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Optional Configuration: Optionally configure an availability set, launch into an existing
Cloud Service, or perform further configuration not normally required. To launch into an
existing Cloud Service, click Network and then click Domain Name to choose the domain
name of the Cloud Service. To confirm your selection, click OK on the Network and Optional
Configurations blades.



Resource Group: An optional container for managing groups of Azure resources.



Subscription: Your Traffic Manager subscription type.



Location: The geographic location into which your Traffic Manager virtual machine is
launched.



Add to Startboard: Whether to add your new Traffic Manager virtual machine to the Azure
Startboard.

7.

Click Create to display the Purchase blade.

8.

Review the purchase terms and click Purchase to create the Traffic Manager virtual machine.

After the virtual machine has launched, add one or more endpoints to enable access to the Traffic
Manager. Specifically, you must first add an endpoint for the Traffic Manager Admin UI.
Note: If you are creating multiple Traffic Manager virtual machines in the same cloud service, you can
only create one endpoint on port 9090. For more information, see "Configuring Access to a Cluster of
Traffic Manager Instances" on page 38.

Using Endpoints to Enable Access to the Traffic
Manager
To use the Traffic Manager Admin UI, you must enable access to TCP port 9090 for user name
"admin" on the host virtual machine. Azure uses endpoints for this purpose, and you can instruct it to
create an endpoint for every Traffic Manager port you need to enable access to.
You can create endpoints for a virtual machine through the Cloud Services section of the Microsoft
Azure Management portal (https://manage.windowsazure.com).
To enable other forms of access to the Traffic Manager, you can create additional endpoints as
necessary


TCP port 22 for SSH command-line access



TCP port 9070 for REST API access

Note: TCP port 22 and TCP port 9070 are the default ports. If you change them in your Traffic
Manager configuration, you must update the cloud service endpoints accordingly.
For each virtual server you create in your Traffic Manager configuration, you must also create an
endpoint to allow traffic to reach the desired ports on the Traffic Manager. For example, to allow
access to HTTP (port 80) and HTTPS (port 443), create endpoints for the following ports:


TCP port 80
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Creating Load-balanced Endpoints for a

TCP port 443

When multiple Traffic Managers are running in the same cloud service, you should create these as
load-balanced endpoints connected to all the Traffic Manager instances.
Important: To avoid reducing the security of your deployment, Riverbed recommends only creating
endpoints for those ports you need access to.
For deployments involving a cluster of several Traffic Manager instances, each instance can
automatically communicate with the others using a private network channel, only if they are in the
same cloud service or virtual network. For clusters that do not share these attributes, create the
following additional endpoints to enable inter-cluster communications:


UDP port 9090



TCP port 9080



UDP port 9080



TCP ports 8083 and 8086 (for the Stingray Application Firewall)

Configuring Access to a Cluster of Traffic Manager Instances
To launch multiple Traffic Manager instances inside the same cloud service, use the Optional
Configuration section to select the domain name of the desired cloud service when you create the
second and subsequent Traffic Manager instances.
For multiple Traffic Manager instances in the same cloud service, configure each Traffic Manager
instance one at a time.
Create a standalone endpoint for TCP port 9090 on one of the Traffic Manager instances, configure
that Traffic Manager instance and cluster it with any previously configured Traffic Manager instances.
Then delete the endpoint and create an endpoint for the next Traffic Manager instance.
You can leave the endpoint attached to the last Traffic Manager so that you can use its administration
server to make further configuration changes.

Creating Load-balanced Endpoints for a Virtual Server
Load-balanced endpoints help to achieve high-availability (HA) functionality for your services. Create
load-balanced endpoints for the port used by a Traffic Manager virtual server (for example, port 80).
To create load-balanced endpoints
1.

Login to the Microsoft Azure Management portal (https://manage.windowsazure.com).

2.

Select the first virtual machine and choose Endpoints.

3.

Click the plus symbol (+) to add an endpoint and select Add a Stand-alone Endpoint.

4.

Click the Next button ("->") to display the Endpoint Details page.
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Fig. 13.
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Endpoint Details Page

5.

Select a predefined endpoint (for example, for HTTP or HTTPS) or specify the endpoint name.
Then specify the protocol, public port, and private port.

6.

Click the Create a Load-balanced Set check box.

7.

Click the Next button ("->") to display the Load-balance Set Detail page.

Fig. 14.

Load-balanced Set Detail Page

8.

Specify the load-balanced set name, probe protocol, probe port, probe interval in seconds, and
number of probes.

9.

Click the tick to create the endpoint.
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To create the load-balanced endpoints at each additional virtual machine
1.

Click the Next button ("->") to continue.

2.

Select the virtual machine, click Endpoints. Then click the plus symbol (+) at the bottom of the
page to add an endpoint. The Add Endpoint to Load-balanced Set page displays.

Fig. 15.

Add Endpoint to Load-balanced Set Page

3.

Click the Add an Endpoint to an Existing Load-balanced Set radio button.

4.

Specify the load-balanced endpoint specified earlier at Step 5.

5.

Click the Next button ("->") to continue.

6.

Give the endpoint a name and then click the tick to create the endpoint.

Repeat Step 1 through Step 6 for any additional Traffic Manager instances you want to include in the
load-balanced set.

Connecting to the Admin UI
Once the endpoint for port 9090 is present, use the public DNS name for the cloud service in your
Web browser to access the Traffic Manager Admin UI. Typically:
https://<cloud-servicename>.cloudapp.net:9090
If your Traffic Manager instance has not yet been configured, first complete the Initial Configuration
Wizard. This wizard allows you to specify initial time and license settings for your Traffic Manager.
See "Configuring an Instance" on page 41 for more information.
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Removing an Instance
To terminate a Traffic Manager instance:
1.

Log in to the Microsoft Azure Management portal.

2.

Select Virtual Machines from the navigation bar.

3.

Click the name of your Traffic Manager virtual machine.

4.

Click Delete, and select "Delete the attached disks" from the popup option list.

5.

Click Yes to confirm the action.

Important: The virtual machine is shut down and permanently destroyed. You lose all configuration
and data associated with that Traffic Manager instance.

Configuring an Instance
A newly created or reset Traffic Manager virtual machine requires some basic information to function
normally. The Traffic Manager gathers this information over a series of steps that form the Initial
Configuration wizard. You can access the first page of wizard by entering the URL of the Admin UI
into your Web browser:

Fig. 16.

Start the Initial Configuration Wizard

Click Next to begin the initial configuration of your Traffic Manager.

Enter the Administrator Password
For Traffic Manager instances created without administrator password protection, you must connect
to the instance command line using the SSH key you specified when creating the instance, and use the
z-reset-password command to set a password.
Note: You cannot set an administrator password through the Azure portal when you create a Traffic
Manager instance.
You must authenticate by entering the administrator password on this page to proceed.
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Fig. 17.

Configuring an Instance

Enter your password for authentication

Enter your password and click Next to continue.

Accept the License Agreement
This step requires you to read and accept the Riverbed End User License Agreement:

Fig. 18.

End User License Agreement

Please read the agreement fully. If you agree to its terms, click the "I accept the license agreement"
check box and click Next to continue. The Traffic Manager software is unusable until you have
accepted the license and completed the wizard.

Date and Time Settings
Set the date and time for your Traffic Manager instance. These settings ensure that any logs and
diagnostic messages generated by the Traffic Manager have the correct time stamps:

Fig. 19.
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Admin Password
The Traffic Manager requires a password for the primary "admin" user. This password overrides the
administrator password you specified in "Enter the Administrator Password" on page 41.
Use the admin password to configure an instance through a Web browser, or when you log in to an
instance using SSH (with the username "admin"):

Fig. 20.

Enter your admin user password

License Key
Upload your license key file in this step:

Fig. 21.

Upload your license key file

You can elect to skip this step and instead run the Traffic Manager software in Developer mode. This
mode can be enabled when you log in to the Admin UI for the first time.
You can subsequently upload a license key file in these ways:


On first login to the Admin UI of an unlicensed Traffic Manager instance.



At any time on the System > Licenses page.

Contact Riverbed Licensing (riverbed-license@riverbed.com) for all license key enquiries.

Summary
The Summary page shows you a final summary of the settings you have configured during the
wizard:
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Configuring an Instance

An example of an Azure instance Summary page

To make any changes, use the Back button to skip back through the wizard to the appropriate page.
If you are satisfied with your settings, click the Finish button. You are shown a confirmation page
while the instance is configured:

Fig. 23.

Initial configuration is complete

Use the URL link provided to access the login page of the Admin UI; this is the same cloud service
URL used to access the Initial Configuration wizard.
Log in using the username "admin" and the admin password you set during the wizard.
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Upgrading and Downgrading
Before You Start
Before you start, ensure you have enough system resources to perform the upgrade:


Ensure the Traffic Manager has enough memory: The Traffic Manager requires a minimum of 2
GB of RAM to function normally. If the Traffic Manager in question currently has less memory,
assign more to the virtual machine before proceeding.



Ensure there is enough free disk space: For an incremental upgrade to succeed, a minimum of
700 MB must be free on the / (root) partition, and at least 600 MB must be free on the /logs
partition. You can confirm the available free disk space from the System > Traffic Managers page
of the Admin UI. A full upgrade installs the new instance version into a separate partition on the
instance. Once the new version has been installed, the upgrade process applies a copy of your
configuration from the previous version. Space requirements are therefore different to
incremental revision upgrades in that you should only encounter problems if you have unusually
large amounts of data in your configuration directories (specifically /root and the Traffic
Manager installation directory). If you are in any doubt, contact your support provider for
assistance.

Note: Riverbed recommends you back up your configuration as a precaution before upgrading a
Traffic Manager. Use the System > Backup page to create a snapshot of your current configuration
that you can restore later if necessary.
For further information on upgrading and space requirements, see the Riverbed Splash Web site:
http://splash.riverbed.com

Installing Incremental Software Revisions
Installing a software revision (for example, 9.7 to 9.7r1) involves replacement of the Traffic Manager
software and a small number of operating system packages.
Any previously installed revisions of the current version, including the original unrevised version, are
retained in case you need to cancel or revert the upgrade. See "Downgrading to an Earlier Version" on
page 47 for details.
A restart of the Traffic Manager software is required, but an instance reboot is not generally needed.
To install a software revision
1.

Obtain the appropriate Traffic Manager Azure upgrade package. Packages are named according
to the following convention:


ZeusTM_97r1_azure-Appliance-Upgrade-x86_64.tgz

2.

Log in to the Admin UI, and go to the System > Upgrade page.

3.

Follow the instructions to upload and apply the upgrade package.

Upgrading a Cluster from One Revision to Another
The procedure for upgrading a cluster of several Traffic Managers is the same as upgrading one.
When the cluster is in a mixed state (cluster members are using different software versions) you
cannot make any configuration changes.
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To upgrade a cluster:


Upgrade each Traffic Manager in turn. All Traffic Managers in the cluster continue to run their
configured services.



When you have upgraded one Traffic Manager in the cluster, do not make any configuration
changes until you have upgraded the whole cluster.

Installing Full Upgrades (Version Number Changes)
Full version upgrades (for example 9.7 to 9.8) involve installation of a new operating system image
and a full system restart. For this purpose, the Traffic Manager maintains a secondary disk partition
into which the new system image is installed. The Traffic Manager then applies a copy of the
configuration from the previous version to the new version, marks the partition as primary, and
restarts the instance.
The previous partition is not deleted but is instead marked as dormant. This dual-partition mechanism
facilitates a roll-back capability, should you need to revert to the previous version (see "Downgrading
to an Earlier Version" on page 47 for more details).
Important: Only one previous full version, with installed incremental revisions, can be maintained on
the instance in addition to the current version. If you have previously upgraded to a new full version,
upgrading a further time will overwrite the oldest version held. This operation is permanent; the
overwritten version cannot be retrieved once the upgrade is applied.
You can perform the upgrade through the Admin UI or from the command line.
To upgrade using the Admin UI
1.

Obtain the relevant Traffic Manager Azure installation package. Packages are named according to
the following convention:


ZeusTM_98_azure-Appliance-Upgrade-x86_64.tgz

2.

Log in to the Admin UI, and go to the System > Upgrade page.

3.

Follow the instructions to upload and apply the upgrade package.

To upgrade using the command line
1.

Obtain the relevant Traffic Manager Azure installation package. Packages are named according
to the following convention:


2.

ZeusTM_98_Appliance-x86_64-azure.zpkg

Copy the upgrade package onto the instance, using scp from Linux or pscp
(http://www.chiark.greenend.org.uk/~sgtatham/putty/) or WinSCP
(http://winscp.net/eng/index.php).
Important: Riverbed recommends that you copy the package to the /logs partition to avoid any
disk space issues during the upgrade process.

3.

Connect to the instance command line using putty or some other suitable terminal emulator.

4.

Run the command:
z-upgrade-appliance <package_filename>
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Follow the instructions.
The upgrade program copies your configuration data to the new version, but a reboot is required
before you can start to use it.
Note: Subsequent configuration changes in the original version are not migrated to the new
version.

6.

Reboot the instance when convenient from the Admin UI or command line (type "reboot").

Upgrading a Cluster from One Full Version to Another
Follow the advice in "Upgrading a Cluster from One Revision to Another" on page 45 to upgrade each
Traffic Manager instance in turn, taking care not to make any configuration changes during the cluster
upgrade process.

Downgrading to an Earlier Version
The upgrade process preserves the previous full Traffic Manager software version, and any applied
revisions, in a separate disk partition to facilitate a downgrade capability. You can revert to a
previously installed version using the rollback program included with your Traffic Manager
software. Using this method, you can revert back to any revision installed in the current version or to
the most recent revision of a dormant previous full version.
Note: The rollback program can only access the most recent revision of a previous full version. If you
want to revert to an earlier revision of that version, you must run rollback twice: first to switch to the
latest revision of that version, and then once more to access the older revisions.
This operation can involve a reboot of the Traffic Manager. Riverbed recommends that you perform
this operation at a time of least impact to your services.
To revert the Traffic Manager to a previous version
Note: References to $ZEUSHOME is this procedure refer to the Traffic Manager software installation
directory. For more information, see "The Traffic Manager Software Installation Directory
(ZEUSHOME)" on page 50.
1.

Connect to the Traffic Manager command-line using putty or some other suitable terminal
emulator.

2.

Ensure you are the root user.

3.

Run $ZEUSHOME/zxtm/bin/rollback:
Rollback
Copyright (C) 2014, Riverbed Technology, Inc. All rights reserved.
This program allows you to roll back to a previously installed
version of the software. Please note that the older version will
not gain any of the configuration changes made since upgrading.
To delete obsolete versions of the software, use the --delete
option.
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Do you want to continue? Y/N [N]:

4.

Type Y and press RETURN to continue. The program lists all versions of the software it can
restore:
Which version of Stingray Traffic Manager would you like to use?
1) 9.7r1
2) 9.8
3) 9.8r1
4) 9.8r2 (current version)
Select a version [4]

5.

Select the version of the software you want to restore, and press RETURN.

6.

The Traffic Manager stops the current version and restarts itself with the selected version.

If you need to cancel this process and return to the latest software version, rerun rollback and select
the newer version to restore. You do not need to reinstall the latest version of the Traffic Manager. The
change in software version is applied permanently; subsequent instance reboots continue to use the
version you select from the rollback program.
The rollback program includes a --delete option to delete unneeded software revisions for the version
you are currently using. Using the procedure outlined above, run the following command from the
command-line:
$ZEUSHOME/zxtm/bin/rollback --delete
Follow the instructions to permanently delete a selected software revision. You cannot delete the
revision you are currently using, and you cannot delete revisions from other dormant Traffic Manager
versions.
Important: This operation is permanent and cannot be reversed. Riverbed recommends that you make
a configuration backup first.

Downgrading a Traffic Manager Manually
If the rollback program is unable to complete a version change, you can perform the operation
manually by editing the instance "boot menu" from the console:
1.

Ensure you have access to the instance console.

2.

Reboot the instance from the System > Traffic Managers page of the Admin UI or from the
console (use ALT+F2 to access the command-line login prompt, log in as the "admin" user, and
type reboot).

3.

During the reboot process, press ESCAPE when you see the following message on the console:
GRUB loading, please wait...
Press 'ESC' to enter the menu...

4.
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The Traffic Manager Software Installation Directory (ZEUSHOME)

Useful System Information

SSH
You normally administer the Traffic Manager through the Web-based Admin UI. However, you can
also access the instance through the command-line interface to access files stored on the system. To do
this, log in to the instance using an SSH client.

Securing Communication with Amazon EC2 Endpoints
Note: This section does not apply to Traffic Manager instances running on Microsoft Azure.
To ensure secure communication with Amazon EC2 endpoints, the Traffic Manager can optionally
use a Certificate Authority (CA) certificate to verify the identity of your endpoints.
To import the CA certificate into your Traffic Manager instance
1.

First obtain the CA certificate from Amazon for the top level EC2 endpoint, ec2.amazonaws.com.

2.

Copy the certificate to a temporary location on your Traffic Manager instance (for example, using
"scp" or similar).

3.

Verify the certificate using the "httpclient" command:
httpclient --verify --CA=<certificate> https://ec2.amazonaws.com/

4.

In the Admin UI, click SSL > CAs and CRLs > Import. Use this page to upload the certificate file
to the Traffic Manager's Certificate Authorities catalog.

5.

Click System > Global Settings > EC2 Account Settings. Set ec2!verify_query_server_cert to
"Yes" to enable verification using the imported CA certificate.

The Traffic Manager Software Installation Directory
(ZEUSHOME)
The Traffic Manager software installation directory (referred to throughout this documentation as
ZEUSHOME) varies depending on whether you install a virtual machine instance or software variant on
an EC2 Linux or UNIX instance.
For EC2, Rackspace, and Azure instances:
/opt/zeus
For a software installation:
/usr/local/zeus
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Starting and Stopping the Software
When you set up the Traffic Manager for the first time, it starts automatically after the initial
configuration has been performed.
To manually shut down or restart the software on an appliance or cloud variant, use the buttons on
the System > Traffic Managers page of the Admin UI.
For software variants, you can stop the Traffic Manager software from the command line using the
following command (as the root user):
# $ZEUSHOME/stop-zeus
To start the software again, use the following command:
# $ZEUSHOME/start-zeus

Freeing Up Disk Space
Note: This section is applicable only to appliance and cloud variants.
Over time, your appliance can run low on disk space. For example, your system logs can become large
if you have configured your Traffic Manager to produce detailed request log information.
Additionally, archived software revisions (used by the Traffic Manager for roll back) might no longer
be required.
The Traffic Manager warns you if disk space is running low through the Event Log and Diagnose >
Cluster Diagnosis page. You can also view disk space usage at any time through the System > Traffic
Managers page.
To free up disk space, click on "Free up some disk space" from the Wizards: drop-down menu in the
top navigation bar. You can also run the wizard from the "Free Disk Space" link on the System >
Traffic Managers page at any time and from the Diagnose > Cluster Diagnosis page when a low disk
space warning appears.
Important: This operation is irreversible. You should ensure you have created a backup of any files
you need to keep before running the wizard. Note also that any "Technical Support Reports" you
create afterwards contain only those logs generated since the wizard was run.

License Keys
For EC2 and Rackspace deployments, a suitable license key is prebuilt into the Traffic Manager AMI
and need not be requested for each new instance of the Traffic Manager. You cannot delete a built-in
license key in this product variant.
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For Traffic Manager software and Microsoft Azure instances, you apply a valid software license key
during installation.
Contact Riverbed Licensing (riverbed-license@riverbed.com) for all license key enquiries.

Developer Mode
If your license key expires (or if you actively select it on first login), the Traffic Manager falls back to a
default state known as Developer mode. This is a special evaluation and development mode in which
the software operates with full functionality, but with a maximum bandwidth limited to 1 Mb/sec.
SSL transactions are also limited to 100 TPS. Riverbed recommends that you do not use the Traffic
Manager in this mode for production purposes.
To upgrade the Traffic Manager from Developer Mode to incorporate a full license key, use the
System > Licenses page of the Admin UI.
Important: Where the Traffic Manager is operating inside a cluster, you must ensure that the
proposed license key update is compatible with other fully licensed cluster instances in order not to
cause unintended functionality impairment. Riverbed strongly recommends that you seek advice
from your support provider before updating license keys in a mixed cluster of Developer mode and
non-Developer mode Traffic Managers.
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Basic Configuration

Basic Configuration

The Traffic Manager receives traffic from the Internet, makes decisions based on its source,
destination and content, and chooses a group of back-end servers to assign it to. Traffic is balanced
across this group according to the network resources.
In a traffic management system, you configure a Virtual Server object to manage connections from
remote clients, and a Pool object to manage connections to your local servers.
Once you have installed and configured your Traffic Manager system on the network, you can access
the Admin UI to set up a pool and a virtual server.

Virtual Servers, Pools, and Rules

Fig. 24.

Relationship between virtual servers, rules and pools

A pool is a collection of nodes. Each node corresponds to a back-end server and port, such as
server1.mysite.com:80. You can set up several pools, and they might have nodes in common.
A virtual server listens for and processes incoming network traffic and typically handles all of the
traffic for a certain protocol (such as HTTP or FTP). This behavior is different from a virtual server in a
Web server, which typically serves only one Web site. The Traffic Manager sends traffic to a default
pool, although the virtual server first runs through any rules that you have associated with it. Each of
these rules might select a different pool to use depending on the conditions satisfied within the rule.
Traffic is balanced across the nodes in the selected pool.
Note: To allow a virtual server to listen on an EC2 "Elastic IP address", first make sure the Elastic IP
has been associated to your Traffic Manager instance.
A Request rule can do much more than just select a pool. It can read an entire request, inspect and
rewrite it, and control how the other traffic management features on the Traffic Manager are used to
process that particular request. It can select the pool based on the contents of the request.

Stingray™ Traffic Manager Cloud Services Installation and Getting Started Guide

53

Basic Configuration

Managing Your First Service

Response rules are run to process responses. They can inspect and rewrite responses, control how the
response is processed, or even instruct the Traffic Manager to try the request again against a different
pool or node.

Managing Your First Service
Browse to the Admin UI and log in with the username "admin" and your password.
The Admin UI home page shows that you have not yet created any pools or virtual servers. Click the
Wizards: drop-down box and choose Manage a New Service to step through the wizard.
1.

Specify a name that identifies the virtual server, and choose a protocol and port (for example,
HTTP and default port 80).

Fig. 25.

2.

Create a list of backend nodes, which form the default pool for the virtual server. The nodes are
identified by hostname and port, and you can modify them later from the Pools > Edit page.
Ensure that you can serve content directly from the hostname/port combinations you specify here.

Fig. 26.

3.
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Basic parameters for the new service

Back-end nodes forming the pool

Review the settings that you have chosen and click Finish to set up the service.
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Test your Traffic Manager setup by browsing to it, using the port you set up for your new service:
http://<machine_name>:<port>
or
http://<ip_address>:<port>
You can observe the traffic handled by the Traffic Manager to verify that it was processed and routed
correctly. Click Activity in the Admin UI and select the Connections tab. This page lists connections
that the Traffic Manager has recently managed. If the list is empty, reload pages from the Web site
that the Traffic Manager is managing and check that the connections list is modified accordingly.
You can also use the Current Activity graph to watch the activity of the Traffic Manager in real-time.

Creating a Cluster
If you are deploying two or more Traffic Managers in a cluster, first perform the initial configuration
process for each instance. Then, before making any other changes, join the instances together to form a
cluster using one of the following procedures:


If you want to join a new instance to an existing Traffic Manager cluster, login to the Admin UI on
the new instance and use the Join a cluster wizard to join to the existing cluster.



If you are creating a new Traffic Manager cluster from scratch, designate one Traffic Manager as
the first cluster member. For each subsequent Traffic Manager, use the Join a cluster wizard on
each one in turn and select the cluster containing the first Traffic Manager. Individual Traffic
Managers on your network identified by the wizard are still shown and selectable as a cluster.

See "Joining a Cluster" on page 56 for more information on joining an existing cluster.
Note: In a Traffic Manager cluster, all systems are considered equal. You can access the Admin UI on
any of the cluster members, and configuration changes you make are automatically replicated across
the cluster. All Traffic Managers function together to provide fault tolerance and simplified
management.

Multi-region and Multi-VPC Clusters on Amazon EC2
While Traffic Manager clusters cannot directly span multiple EC2-Classic regions or outside of a VPC,
it is possible to enable communications between clusters in different locations via the Traffic
Manager's Multi-Site Cluster Management capability. More details are provided in the Stingray Traffic
Manager User Manual.
In order to facilitate multi-site communications, you need to assign each Traffic Manager instance an
external IP address on which it is contactable by the other cluster members. To do this, use the System
> Traffic Manager page of the Admin UI. Clustering is not possible beyond an EC2-Classic region or
VPC until you have performed this step.
Note: Elastic IP addresses are per-region only.
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Joining a Cluster
Login to the Admin UI on one of your Traffic Managers and select Join a cluster from the "Wizards:"
drop down box in the tool bar.

Fig. 27.

Creating a cluster via the Wizard

Click the Next button to begin. Enter the public DNS hostname and port of the Traffic Manager
machine you want to join, along with the admin user password (or alternately specified
user/password combination). Select whether this machine should join any Traffic IP groups, and click
Next to continue:

Fig. 28.

Specifying a cluster to join

Provided the other Traffic Manager can be contacted, the Traffic Manager reconfigures itself with the
configuration from the other instance. If successful, the home page is updated to show both Traffic
Manager systems in the Traffic Managers list.
If you want to add further Traffic Managers to the new cluster, log in to the Admin UI of each new
machine and use the Join Cluster wizard to join the cluster as described above.
Note: When you join a Traffic Manager to an existing cluster, it takes on the entire configuration that
the cluster is using. This includes the administration password; all systems in a cluster use the same
administration password, so the admin password for the Traffic Manager you are accessing might
change.
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Traffic IP Groups and Fault Tolerance
on Amazon EC2

CHAPTER 8

This chapter highlights differences with traffic distribution capabilities on the Amazon EC2 platform
as compared to other software, hardware, virtual, or cloud Traffic Manager variants. Riverbed
recommends referring to the Stingray Traffic Manager User Manual for a fuller background and general
description of the features available to all product variants.
A cluster of Traffic Managers on EC2 can transfer Elastic IP addresses from one to another if a Traffic
Manager fails. Traffic distribution is configured by means of Traffic IP groups, as defined on the
Services > Traffic IP Groups page of the Admin UI.

Key Differences Between Traffic IP Groups on EC2 and
Traffic IP Groups on Other Platforms
Traffic IP groups on EC2 are implemented using Amazon's Elastic IP addresses. An Elastic IP address
is a public IP address that can be reserved and assigned manually to a virtual machine instance,
replacing the randomly-assigned public IP address that the instance was allocated when it was
created (or, in the case of VPCs, to map to the private IP addresses raised when the instance is
created). The instance's private IP address and private DNS name do not change when the Elastic IP
address is assigned. Amazon places some restrictions on Elastic IP addresses that are reflected in the
behavior and capabilities of Traffic IP groups on EC2. These restrictions vary depending on whether
you are using EC2-Classic or VPC for your deployment.
For EC2-Classic:


A Traffic IP group can only contain one public Traffic IP address (default or Elastic) at any
one time.



A Traffic Manager instance can only be a member of one Traffic IP group.



When a Traffic Manager raises a Traffic IP address its Admin UI is only available outside the
EC2-Classic network on that address.



All traffic sent to the Elastic IP address is delivered to the same Traffic Manager instance.

Instances created inside a VPC differ in that they can have two or more Elastic IP addresses assigned
to them at once; one to map to the primary private IP for management traffic, and the rest to map to
free secondary private IP addresses for use in Traffic IP groups.
Note: Traffic IP address failover might be slower on EC2 than on other platforms.
Important: When a Traffic Manager running on EC2 lowers a Traffic IP address it receives a new
public IP address. Amazon does not charge for Elastic IP addresses that are in use - that is, Elastic IP
addresses that are assigned to running instances. However it does charge for unused Elastic IP
addresses. There is also a charge for moving an Elastic IP address from one instance to another, but
the first 100 such moves in each billing period are currently free. It is therefore advisable to create
only as many Elastic IP addresses as you need, and to avoid unnecessary failovers.
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Fault Tolerance

For up to date information on EC2 pricing policies please refer to Amazon's own EC2
documentation.
Note: In order to use Traffic IP addresses on EC2 you must either launch an instance with an
assigned IAM role, or provide locally held EC2 Access Key ID and Secret Access Key credentials
through the Initial Configuration Wizard. You can also specify your credentials through the "EC2
Account Settings" section of the System > Global Settings tab.

Fault Tolerance
Traffic IP Addresses and Traffic IP Groups
A Traffic IP address is an IP address that must remain highly available. You assign Traffic IP
addresses to Traffic IP groups, and each group is managed by some of (or all of) the Traffic Managers
in your cluster. A Traffic IP group contains either a single Traffic IP address (for EC2-Classic
deployments) or one or more Traffic IP addresses (for VPC deployments).

Fig. 29.

Example Traffic IP group configuration

In the illustration above, a Traffic IP group has been configured, spanning 3 of the 4 Traffic Managers
in the cluster. These Traffic Managers ensure that any Traffic IP address assigned to the group is
always available. If multiple addresses are assigned to the group, each is raised on a different Traffic
Manager, distributed as evenly as possible.
For example, a Web service might be published on IP address 34.56.78.90. You can ensure that the
service is always available by adding this IP address to a Traffic IP group. The Traffic Manager cluster
raises this IP address and manages all of the traffic to it. You typically configure the DNS entry for
your service to resolve to one or more Traffic IP addresses, although you must use a VPC where more
than one address is used.

Elastic IP Transference Within a Traffic IP Group
All traffic destined for a particular Traffic IP address is handled by the Traffic Manager that currently
has the address raised. Any other Traffic Managers in the group run as hot spares, ready to take over
if the active machine should fail.
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Each Traffic Manager reports periodically to the others, and if the Traffic Manager currently hosting
the Traffic IP address should fail, one of the remaining Traffic Managers takes over its share of traffic.
In this way, services that depend on the Traffic IP addresses are always available.

Creating a Traffic IP Group
To set up a Traffic IP group, go to Services > Traffic IP Groups. Use this page to view and edit your
existing Traffic IP groups, and to create new Traffic IP groups.

Creating an Elastic IP Address
A Traffic IP group requires an Elastic IP address to be allocated to it. You allocate a new address
using the Manage Elastic IPs section of the Traffic IP Groups page. For EC2-Classic, you must have at
least one Traffic Manager in your cluster that is not already part of an existing Traffic IP group, as a
Traffic Manager cannot be a member of more than one Traffic IP group. This restriction does not
apply to VPC deployments.
To create a new Elastic IP address, click the Allocate new Elastic IP button. Select whether you need
to allocate the address for use with EC2-Classic or VPC instances.
Note: Addresses allocated for use with EC2-Classic instances are not available to VPC instances, and
vice versa.
Since allocating an Elastic IP address may incur a charge, you must confirm this action.

Fig. 30.

Allocating new Elastic IPs

The new Elastic IP address then appears in the table.

Creating a Traffic IP Group and Associating it with an Elastic IP
Enter a name and select the Traffic Managers you want to be members of the group. Choose the
Elastic IP address you created in the previous section from the Elastic IP address dropdown menu.
VPC-based instances must have a free secondary private IP address raised (that is, not currently
associated with an Elastic IP or with no virtual server bound specifically to the private IP) before they
can be joined to a Traffic IP group.
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Creating a Traffic IP Group

Note: Riverbed recommends that a VPC-based Traffic Manager instance has the same number of
spare secondary private IP addresses as there are Elastic IP addresses in the Traffic IP groups it is a
part of. For example, if your Traffic Manager is part of two Traffic IP groups, each containing two
Elastic IP addresses, that Traffic Manager should have four spare secondary private IP addresses so
that all Elastic IP addresses can move to it at the same time.
Finally, click Create Traffic IP Group to create the new group.
Important: (EC2-Classic only) If the Traffic Manager you are currently logged in to is part of the new
Traffic IP group, it is possible that the Traffic IP address is then raised. This causes the address of its
Admin UI to change. If this happens, you are shown a redirection page and then connected to the new
Admin UI address as soon as it is available. You might see a certificate warning from the new address;
this is normal and can be ignored. See "Connecting to the Admin UI" on page 24 for details.

Disabling a Traffic IP Group
You can disable a Traffic IP group using the Enabled setting on that group’s edit page. You may wish
to disable a group if it is temporarily not required, but may be required in the future.
You cannot release the Elastic IP address assigned to a disabled Traffic IP group. Also, for EC2Classic, Traffic Managers in a disabled Traffic IP group remain assigned to that group and cannot be
assigned to another group.
Important: (EC2-Classic only) If the Traffic Manager you are currently logged in to is hosting the
Traffic IP address associated with the group you are disabling, your connection to the Admin UI is
dropped. This connection is then unavailable for several minutes while Amazon allocates a new
public IP address. For this reason, it is best to change Traffic IP group settings from the Admin UI of a
machine that is not a member of the group you are changing.

Releasing an Elastic IP
Before releasing an Elastic IP address, you must first ensure it is not associated with a Traffic IP
group. If this is the case, first delete the Traffic IP group in question. Note that it may take a few
seconds for the Traffic Manager that was hosting the IP address to relinquish it.
Next, select the Release IP check box next to each IP address to be released, and click on Release
Selected Elastic IPs (select Confirm first) to complete the action.

Assigning Elastic IPs to Specific Network Cards
The Traffic Manager provides the ability to use multiple network cards with your Traffic IP groups on
an instance running inside a VPC. By increasing your Traffic Manager network connections, this
ability provides a greater degree of fault tolerance.
Note: For Traffic Manager software variants running inside a Linux virtual machine, use only those
Linux AMIs that automatically support, and can configure, multiple network cards. Refer to your
support provider for further information.
To select the network cards for your Elastic IP associations, click Services > Traffic IP Groups.
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Fig. 31.

Configuring multiple network cards

For each of your Elastic IP (Traffic IP) addresses, you can specify which network cards the Traffic
Manager should use. You must select only those network cards in a subnet that has access to the
Internet (your public subnets). Riverbed recommends that you make changes to your network card
usage at a time of least disruption to your services.
For EC2 appliance variants, the Traffic Manager automatically configures the card settings (routes, IP
addresses, routing rules, and so on). To add or remove secondary private IP addresses, use the
System > Networking page.
For software instances running on an EC2 virtual machine, the Traffic Manager does not maintain or
configure the network cards it uses.
If you do not specify a network card for your Elastic IP addresses, the Traffic Manager uses the
default network card. The Traffic manager only uses secondary private IP addresses to associate the
Elastic IP. For this reason, you must ensure you have enough secondary private IP addresses available
on the network cards you intend to use.

Understanding a Traffic Manager’s Fault Tolerance
Checks
The Traffic Managers in a cluster periodically check that they can communicate with the network
using ICMP pings through each active network interface. They then broadcast a message describing
their health ("good" or "failed").

Stingray™ Traffic Manager Cloud Services Installation and Getting Started Guide

61

Traffic IP Groups and Fault Tolerance on Amazon EC2

Failover

If the Traffic Manager hosting the Traffic IP address in a cluster fails, one of the other Traffic
Managers takes over the address.
Fault Tolerance checks can be configured using the Traffic Manager Fault Tolerance section of the
Global Settings page, which can be found in the System part of the Admin Interface.

Local Health Checks
Each Traffic Manager checks that its network interfaces are operating correctly. It does this by
periodically pinging each of the back-end nodes in the pools that are in use, to ensure that its backend network interfaces are functioning. The Traffic Manager concludes that it has failed if it cannot
ping any of the nodes in any of the currently used pools.
Important: If your pools contain nodes that are hosted outside the EC2 network, you might see
warnings about node failures when Traffic IP addresses fail over. These warnings occur because an
EC2 instance loses all external connectivity while its public IP address is changed, which causes backend connectivity checks to fail. These warnings can safely be ignored and are cleared when the
instance regains external connectivity.
Backend nodes hosted inside the EC2 network are not affected by this issue.

Health Broadcasts
Each Traffic Manager machine regularly broadcasts the results of its local health checks, whether it is
healthy or not.
By default, each machine broadcasts these "heartbeat messages" every 2 seconds; you can configure
this behavior with the flipper!monitor_interval setting.
Note: The tcpdump program is a useful debugging tool. You can capture heartbeat messages in your
cluster Traffic Managers by running the following commands on each Traffic Manager:
# tcpdump –i eth0 udp and port 9090

Determining the Health of a Cluster
Each Traffic Manager listens for the health messages from all of the other machines in the cluster. A
Traffic Manager concludes that one of its peers has failed if:


It receives an "I have failed" health message from the peer;



It does not receive any messages from the peer within the 15 second timeout.

You can configure the value of the timeout with the flipper!monitor_timeout setting.
The Traffic Manager concludes that a peer has recovered when it starts receiving "I am healthy"
messages from the peer.

Failover
When each Traffic Manager in a cluster determines that one of its peers has failed, the Traffic Manager
may take over some or all of the traffic shares that the failed system was responsible for.
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Each Traffic Manager in a cluster uses its knowledge of which machines are active to determine which
Traffic IPs it should be running. The cluster uses a fully deterministic algorithm to determine which
Traffic Manager should host the traffic IP address. Because the algorithm is deterministic, the Traffic
Managers do not need to negotiate between themselves when one of their peers fails or recovers.

Recovering from Failure
When a failed Traffic Manager recovers, it announces that it is able to host a Traffic IP address again
but does not automatically take over the address, even if it was hosting it when it failed. Instead, the
user interface displays a message indicating that the Traffic Manager has recovered and can take back
its IPs. When you want to reactivate the Traffic Manager, go to the Diagnose page and click the
Reactivate this Traffic Manager link.
This behaviour exists as each time traffic shares are transferred from one Traffic Manager to another,
any connections currently in that share are dropped. Dropped connections are inevitable when a
transfer occurs because a Traffic Manager fails, but might not be desirable when a Traffic Manager
recovers.
If you would prefer recovering Traffic Managers to take back Traffic IP addresses automatically,
enable the flipper!autofailback setting on the System > Fault Tolerance page.

Debugging and Monitoring Fault Tolerance Activity
All state changes and IP address transfers are logged in the event logs of each relevant Traffic
Manager. If email alerting is correctly configured on your Traffic Manager system, an email message
is sent to the system administrator describing the state change and any IP address transfers that
resulted.
For detailed debugging, you can enable the flipper!verbose setting. This setting causes each Traffic
Manager to log every single connectivity test, broadcast message sent and broadcast message received
and is useful when determining why the fault tolerance behavior is not working as expected.
You can also view the Cluster Diagnosis section of the Diagnose page. This page informs you if any
broadcast messages are not being received correctly, and gives you a summary of the system status if
an error has occurred.
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Information Online

Further Resources

Traffic Manager Manuals
This guide is intended to get you up and running and to introduce some of the functionality available.
Included with the product is a comprehensive User Manual that covers all features in depth. Riverbed
also provides full reference guides for the TrafficScript rules language and product APIs.
You can access these manuals from the Riverbed Support Web site at:
https://support.riverbed.com

Online Help
By clicking the Help button on any page of the Admin UI, you can see detailed help information for
that page. You can also view contents and index pages to navigate around the online help.
The Rules > Edit page also has a link to TrafficScript Help, a quick reference guide to the functions
available.

Information Online
Product specifications can be found at:
http://www.riverbed.com/products-solutions/products/application-delivery-stingray/
Visit the Riverbed Splash community Web site for further documentation, examples, white papers
and other resources:
http://splash.riverbed.com
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Open Source Software Licenses

This product includes software originating from third parties that are subject to one or more of the
following:
1.

The GNU Library/Lesser General Public License (LGPL),

2.

The GNU General Public License (GPL),

3.

The Berkeley Software Distribution (BSD) License,

4.

The OSI ‘Artistic’ License,

5.

Various GPL/BSD-like distribution licenses.

All third party software packages and accompanying licenses can be found in the Stingray Traffic
Manager Appliance License Acknowledgements document supplied with your instance, or
downloaded from https://support.riverbed.com/software/index.htm.
Riverbed Technology offers to provide a complete copy of the source code for the software
under said licenses on a CD-ROM, for a charge covering the cost of performing such
distribution, such as the cost of media, shipping, and handling, upon written request to
Riverbed Technology at:
Source Code Requests STINGRAYTM-APPLIANCE (GPL)
Riverbed Technology
The Jeffreys Building
Cowley Road
Cambridge
CB4 0DS
United Kingdom

This offer is valid for a period of three (3) years from the date of the distribution of this product by
Riverbed Technology. Please refer to the exact terms of the appropriate license regarding your rights.
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